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Executive Summary

At the request of the Senate Committee on Privacy, chaired by Senator Steve Peace, in
this report the Cdifornia Research Bureau (CRB) presents a survey of Close-Circuit
Tdevison (CCTV) and biometric security systems used in the United States and in other
countries. We find that an increasing number of cities, schoals, trangt districts and
public housing are deploying CCTV survelllance systems to monitor and protect the
public. Our firgt survey, in 1997, found that only 13 city police departmentsin the
country used CCTV video surveillance systems, primarily to monitor pedestrian traffic in
downtown and residentia digtricts. Technologica advances, declining costs, and
heightened security concerns following the September 11, 2001, terrorist attacks have led
to rgpid diffuson of both CCTV survelllance and biometric technologies. For example,
CCTV video survellance iswidely used in public schools to monitor student movement
and detect illegdl activity, and at street intersections to catch cars running red lights.
Private sector gpplications greatly exceed those in the public sector, including in the
workplace, apartment buildings, garages, stores, banks, and restaurants.

Facid recognition systems (biometric technology), when used in conjunction with CCTV
video surveillance, offer a partidly accurate means to identify potentid terrorists and
criminas. They operate by comparing scanned faces against law enforcement databases.
Perhaps the most well known, and controversid, application of these technologies
occurred a the 2001 Superbowl, when law enforcement videotaped fans without their
knowledge, and then compared their faces to crimina databases.

While there has been no systematic or focused evauation of the effectiveness of CCTV
survelllance in ensuring public safety, anecdota information suggests that it does have a
chilling effect on crimein targeted aress. However the crimind activities may merely
migrate to other locations, leaving the total crime rate the same.

The gpplication of these technologies raises important legd issues. Theseinclude
potentid chilling effects on Firss Amendment freedoms of speech, petition and assembly,
and questions about the limits of Fourth Amendment protections againgt unreasonable
searches and seizures. The report dso analyzes pertinent sections of the newly enacted
federa Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act (the PATRIOT Act). These sections of the
PATRIOT Act are centrd to the debate surrounding globa use of emerging surveillance
technologies, law enforcement, nationa security interests and the privacy rights of
citizens. The speed a which CCTV and biometrics technologies are evolving, and their
rapid diffusion, chalenge the ability of both judicia and legidative decison-makersto
enact and enforce policies that protect the public’'s security and right to privacy.
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Overview of CCTV Video Surveillance and Biometrics

TECHNOLOGICAL INNOVATIONSAND EXPANDING USE

In 1997, the Cdifornia Research Bureau (CRB) examined the potentia of Closed Circuit
Teevison (CCTV) technology to improve public safety through remote surveillance?
Businesses such as banks were early adopters of CCTV for crime detection and
prevention purposes. Our review found that an increasing number of cities, schools and
resdentid digtricts were deploying CCTV sysems. Shortly thereafter, many schools
ingdled CCTV systemsin response to violent outbresks such as a Columbine High
School. Now new CCTV technologica fesatures, and an urgent need for enhanced public
security following the September 11, 2001, terrorist attacks, are leading to arapidly
expanding use of CCTV and arelated technology, biometrics.

There appears to be considerable public support for this expanson. A Business Week
survey conducted aweek after the September 11 terrorist attack found that 63 percent of
the adults surveyed were in favor of expanded camera surveillance on streetsand in

public places, and 86 percent were in favor of using facia recognition technology to scan
for suspected terrorists a various locations and public events® CCTV surveillance
increases the “eyes’ of law enforcement: “Y ou don't need 4,000 FBI agents on the Streets
when you've got 4,000 video cameras on the streets that can recognize people,”

according to Howard L evinson, a security expert and consultant.”>

Most public and business-related CCTV video surveillance systems are actively
monitored by security personnd in a centradized setting, remotely monitored, monitored
over the Internet through -

video streaming, or
passively taped for future
viewing if needed (such as
in the event of abank
robbery). Rdatively new
featuresin CCTV
surveillance technology
that considerably enhance
its power and scope
indude night vison
cameras, computer-
assisted operations, and
motion detectors that
alow an operator to
ingruct a system to go on
“red dert” when anything
movesin view of the
cameras.

CCTV camera in downtown Sacramento, California
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Video equipment technologies can be activated by motion detectors and/or recording
images, even a night. Infrared high sengtivity equipment and surveillance sysems
operate outsde of the vishle light spectrum. Examplesinclude Forward Looking Infra:
red Radar (FLIR), that is able to detect activity behind wals, and infrared (IR) thermd
imaging cameras that are able to detect activitiesin darkness. Locd law enforcement and
Immigration and Naturaization Service (INS) police use motion-activated IR thermal
imaging surveillance cameras dong the U.S.- Mexican border. According to INS
officids, IR cameras detect the invisible infrared energy that dl people and objects emit,
and can “see’ better than the naked eye a night and in bad westher. Since the energy
being sensed is heat and not light, therma images can be used in both daytime and
nighttime operations. The INS uses the cameras primarily at night to detect suspects
crossing the border.* Another use of IR therma imaging camerasisto assist night search
and rescue missions by both civil and military personnd.

New models of CCTV cameras are equipped with bulletproof casing and automated sdlf
defense mechanisms to protect cameralenses. Picture clarity is equd to digital compact
disk qudity-- many cameras are able to read a cigarette package labd at a hundred
meters. Cameras are dso becoming smaler, making it easier to conced the equipment.
A CCTV camera can be hidden dmost anywhere in the workplace and even worn on
clothing. These little devices are capable of zooming in on the smdlest of details, and
they can pan and tilt. Equipment costs have decreased to the point where a business
might recoup itsinvestment by cutting losses due to stedling, or by discouraging
unproductive worker down time. Also, the threat of industrial espionage has prompted
many companies to resort to video surveillance to protect proprietary technologies.

CCTV technology converges with sophigticated software, capable of recognizing facia
features automaticaly, andyzing crowd behavior, and scanning the area between skin
surface and clothes. The advent of new biometric software technologies, especidly
computerized facid recognition used in conjunction with CCTV surveillance systems,
can facilitate law enforcement’ s ability to identify suspected terrorists or criminals. Law
enforcement conducts this process by comparing pictures and known facia features
againg nationd and internationd databases.

CCTV SURVEILLANCE AND BIOMETRICS

Biometricsis aterm that gpplies to the many ways in which human beings can be
identified by unique aspects of the body. Fingerprints are the most commonly known
biometric identifier. Other biometric identifiersinclude hand prints, vein dimensons, iris
(eye) designs, the pattern of blood vesselsin the retina, body odors, characteristic and
unique movements, individua voices, and of course, DNA. Countries around the world
are implementing biometric surveillance schemes. Spain has begun anationd fingerprint
system to track recipients of unemployment benefits and healthcare entitlements. Russa
is developing anationd fingerprint system for its banks to prevent fraud. Jamaicans scan
their thumbs into a database before qudifying to vote a dections.  France and Great
Britain are testing equipment that encodes individud fingerprint information onto credit
cards.® In arecent tak on border security in San Diego, Doris Meissner, former head of
the U.S. Immigration and Naturdization Service, sad that, “We are increasingly going to
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be asking for biometrics from those of usin the law abiding public, in order to fecilitate
our being able to carry on our norma lives...”®

Thetechnicd definition of abiometric is“any measurable, robust, distinctive, physical
characteristic or personal trait of anindividua that can be used to identify, or verify the
damed identity of that individua.”” Every biometric system contains three components:

Enrollment — the process of collecting biometric samples

Templates — the data that represents the enrollee’ s biometric located in a database
Matching — the process of comparing a submitted sample againgt one (verifying)

or many (identifying) templatesin the database®

Facial Recognition I dentification versus Verification

Biometric identification or verification systems are digtinct from each other. Facid
recognition identification systems are being combined with CCTV survelllance to
identify suspected criminas and terrorists in airports and at border crossings. Combined
biometric verification sysems and CCTV are used to control access to computers,
secured areas and to verify passport information or citizenship status.

When facid recognition technology is used to identify an individud, the system attempts

to answer the question “Who is John Doe?’ by reading the information or sample
provided and comparing it to many templates in the database. 1t then reports or estimates
who the person isfrom its database. When the technology is asked to verify someone, the
system is asked “Is this John Doe?’ (after the individud clamsto be John Doe). It then
compares the biometric information presented to the template in the database identified as
John Doe and either accepts or rgjects the clam.

Templatesin afacid recognition database typically are composed of complex
programmed knowledge rules, statistical decision rules, neural networks and agorithms.®
This means that the database is built using certain assumptions that introduce the
potentid for errors. In other words, facid recognition database templates do not contain
exact likenesses of individuas but rather complex satistical and mathematica estimates
of digitized images.

Evaluating Performance of Facial Recognition Technologies

Since identification and verification systems are different, o too are the performance
messures and protocols used to evaluate the efficacy of each type of system. For
identification systems, the principa measure “equas the percentage of queriesin which
the correct answer can be found in the top few matches.”° In other words, the higher the
percentage of a correct match contained within the top matches, the better the system.
Thus, if used to atempt to capture terrorists or criminasin public places, the datainput
would be an image captured on CCTV, and the output from the database would be alist

of top matches. The sheriff or arport security guard then would make a subjective

decision to further search or detain the individud.
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Two error gatigtics, fase-rgject rate and false-adarm rate, are used to measure the ability
of averification system. “A fadse rgect occurs when asystem rgjects avaid identity
(i.e, thered Michelle Kwan is denied access to the Olympic skating rink); afdsedarm
occurs when a system incorrectly accepts an identity.”**

In genera, experts and researchers report that face recognition agorithms are sengitive to
changesin illumination, such as shifting sunlight during the day, and changesin facid
positions*? A systems performance will drop significantly if the agorithms are not
corrected to address lighting variations and moving faces.

Application of Surveillance Technologies and Concer ns of Misuse

The recent use of facid recognition technology at the 2001 Super Bowl is agood

example that encapsulates these emerging technologies, their use in law enforcement
survelllance, and the debate over potentia misuse. In January 2001, the faces of over
100,000 fans entering the stadium to watch the Super Bowl in Tampa, Florida, were
recorded by local law enforcement on video cameras. Thefacid images were then
digitized by sophisticated software,” and checked electronically againgt acrimind
computer database. Fans were not aware that this had occurred until after it was reported
in the nationd news'® Law enforcement officias maintained that they were using the
latest available security tool, and that it was no more intrusive than avideo camerain a
convenience store* Soon after the 2001 Superbowl, CCTV surveillance, combined with
biometric technology, was adopted for use on the streets of the cities of TampaBay and
Virginia Beach (see page 12 for discussion).

Americans are of two minds about the rapid evolution of CCTV and biometric security
and survalllance sysems. Polls sugg&st that they are willing to give up some privacy if
that is the price for better security.™ Conversdy, there is awidespread belief that
information obtained from video survelllance and biometric devices could be abused by
government agencies, employers or busnesses. For example, if facid recognition
software and CCTV cameras are used together, and linked to public databases such as
pictures on filein a state motor vehicles department, then individua faces could be
identified, tracked, recorded, and stored into other databases by the government, or
perhaps sold to private industry.®  Lack of surveillance disclosure, such as a the Super
Bowl, is another concern.

The narrow accuracy range of the technology aso raises concerns about false
identification. A recent study by the Nationd Ingtitute of Standards and Technology
found that when digitized posed photos of the same person taken 18 months apart were
compared, they triggered a false rejection by computers 43 percent of thetime*” With
such alarge potentid error rate, law enforcement relying solely on these technologies to
identify individuals might often stop and question an innocent person ingtead of a
possible crimina suspect.

" The software was devel oped by scientists at the Massachusetts I nstitute of Technology in the early 1990s
using federal funds provided by the Department of Defense. See “Winter Olympics Group is Considering
Super Bowl!’s Controversial Surveillance,” Wall Street Journal, February 5, 2001, B13.
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Security systems that combine video and facia recognition technologies have been used

in the casno industry in Atlantic City and Las Vegasfor saverd years. One industry firm
estimates that over 100 casinos nationwide have facia biometric systemsin place.!®

When used in conjunction with casino CCTV cameras and computer databases

containing “cheater” information, facial biometrics may identify aknown cheater in

seconds. According to one casino officid, “We have about 10,000 photographs of
cheaters, people who have been arrested, evicted or gjected from this or other casinos.
We put no people in here [the database] who are honest customers or good players. This
is specifically for people who could harm us”*®  However one gaming company’s
marketing brochure touts its * patron management” capabilities that appear to track more
than “cheaters.” The brochure states that, “ player workbooks are loaded with easy-access
data that provide the information needed to make the right decision for each player.
Colorful icons cue floor personnel on important events such as a birthday, bad address,
abandoned card, to name afew.” The brochure also advertises the ability of its patron
management database to seamlesdly integrate with * progerty management systems, points
of sde systems, and third party gaming rating systems.”*°

Biometric systems are being tested at Boston’s Logan Internationa Airport and
Providence's T. F. Green Airport. In Cdifornia, the Fresno International Airport and
Oakland Internationd Airport are usng CCTV surveillance combined with facid
recognition technologies®®  Other uses of facia recognition technology indlude:

Law Enforcement: Minimizing victim trauma by narrowing mug shot searches,
verifying identity for court records, and comparing school surveillance camera
images, for example, to known child molesters

Security/Counterterrorism: Controlling access to restricted areas, comparing
surveillance images to known terrorists

Immigration: Enabling rgpid progression through Customs

Correctional Institutions: Tracking inmates and restricting employee access
Schools and Day Care: Verifying the identity of individuas picking up children
Missing Children, Runaways. Searching surveillance images over the Internet for
missing children and runaways

Residential Security: Alerting homeowners of gpproaching people, restricting
access to gated communities

Internet E-commer ce: Verifying consumer identity for Internet purchases
Healthcare, Benefit payments, Voter verification, Banking: Minimizing fraud by
veifying identity

The demand for facid recognition technology has grown dramaticaly since September

11, 2001. Robert McCashin, chief executive of Identix (a biometrics company),

maintains that, “we ve aways said that some event would have to happen to prope the
technology to the forefront.” Theterrorist attack opened the “floodgates’ for companies

to market these technologies®? Currently, there are about 200 companiesin the U.S.
involved in producing biometric security and identification technologies. Since the
September 11™ attacks, stock pricesin the biometric industry generally have increased
from an average price of about $4.00 a share to $12.00 a share (See Chart 1). Gross sdes
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from the security-oriented core of the biometric industry are expected to grow from $400

million in 2000 to $1.9 billion in 2005.%°

Chart 1
Selected Biometric Company Earningsin 2001
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Source: New York Times, Stock Market Report, December 17, 2001

However the limitations of facid recognition technologies may redtrict their use. There
are examplesin which law enforcement officids have investigated their capabilities and
decided againgt using them. Mogt recently, news sources reported that law enforcement
in charge of security at the 2002 Olympicsin Sat Lake City decided againgt using the
technology in dl the venues, including the Olympic hockey arena. The agenciesin

charge of security complained that it worked too dowly and was not reliable®*

INTERNATIONAL APPLICATIONSOF CCTV SURVEILLANCE

In response to crime and potentia terrorism, and as a deterrent, many countries employ
public video surveillance to monitor population movements. The United Kingdom (UK)
has perhaps the most widespread use of CCTV video surveillance. A 1995 research
survey found that the UK public generdly accepted CCTV public survelllance because of
experiences with previous terrorist acts and concerns about random acts of violence®
Government officials contend that most people in the UK il support extensive video
surveillance in their society because they believe it reduces crime and traffic accidents

Survelllance cameras are afact of contemporary life in the United Kingdom. According

to one London newspaper, during the course of a 24-hour period, if a person shops, rides
atrain, buys gasoline, vists a post office, bank, or building, attends a soccer game, or just
strolls down the street, then probably several video tapes will record their image®’ By
one estimate, the average Briton is now photographed by 300 separate camerasin asingle
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day.?® An American news reporter commented on arecent television program that, “the
British are s0 crazy about their cameras, they' re even indaling them on London’s
famous double-decker buses. There will be one on the upper deck and two on the lower
levels to keep awatchful eye on bus riders.”?°

Public video surveillance began modestly in 1986, with three CCTV video survelllance
cameras inddled within asingle square mile indudrid estate outside the English town of
King' sLynn. The area had experienced anumber of crimesin previous years, mostly
vandaism. In the two years following the ingalation of the cameras, authorities reported
that no crimes were committed. > This success in reducing petty crime caught people's
attention. By the end of 1994, over 300 jurisdictions in the country were using some
form of public video surveillance!

Now, between £225 million to £450 million ayear are spent on CCTV camerasingdled
in shopping aress, housing estates, car parks, and public facilitiesin many towns and
cities. According to one estimate, cameras are S0 prolific and atached to many different
survelllance systems that the actua number might be closer to 1.5 million surveillance
camerasin over 400 communities>?

In contrast to the rapid diffusion of CCTV survelllance in the UK over the last decade,
independent research evauating itsimpact and effectivenessis just sarting to emerge.
Criminology experts and socid scientists point out that Smply comparing crime gatigtics
(before and after deployment of the cameras) does not measure the complexities. In
particular, crime may be merely displaced or diffused from one location to another.3
More fundamentdly, experts and researchers contend that, “CCTV is about far more than
just crime prevention; it is about the power to watch and potentidly intervene in avariety
of dtuations, whether they be crimind or not...the question of who and what is watched
and what warrants intervention have largely been ignored by existing research.”*
Researchers have raised three questions that they have begun to focus on answering:

Is monitoring certain street populations random or are some socid groups more
likely to be watched than others?

To what extent does CCTV operate as an “exclusonary mechanism,” targeting
the undesirable as well asthe crimind, with the god to remove both from urban
areas?

Does CCTV lead to aform of “socia control” by recording more examples of
“offiadly deviant behavior” that is not illegd, and/or responding to larger
numbers of petty crime?®

Researchers dso question the methodology used by law enforcement, industry and
newspapers to affirm that there is overwhelming public support of CCTV surveillance:
“the vast number of evauation schemes that have been carried out to date have been
undertaken by those with an interest in promoting the cameras and have been technicaly
inadequate.”°

California Research Bureau, California State Library



The socid complexities of crime make conducting unbiased, comprehensive eva uations
difficult. Nick Tilley, a Sociology Professor at Nottingham Trent University, has
conducted research on CCTV for the Home Office Police Research Group in London.
Professor Tilley points out that different measuring methodol ogies produce different
results dg)endi ng on the data used and the questions asked, as the following examples
suggest.®

Naturd fluctuationsin loca crime rates make understanding actud effects or
changes difficullt.

Hoor effects (Sarting with avery low crime rate area as a study ste) make it
difficult to measure how much CCTV further reduces crime.

Other non+crime related changes in the area monitored by CCTV may impact a
study’ sfindings.

Law enforcement, with avested interest in using CCTV, operates the
equipment and reports and records the data, so independent changes in patterns
of crime reporting and recording may be difficult to detect.

CCTV oftenis part of asystem of crime prevention measures, making it
difficult to independently isolate and measure only the effect of CCTV.8

While Britain currently is the internationd leader in implementing CCTV, Singapore,
Canada, the U.S,, Australia, and other European countries have aso ingtalled thousands
of camerasin public urban settings. However, the public, some government officias, and
various organizationsin severd countries areincreasingly concerned about protecting
individua privacy. For example, in Canada, the Privacy Commissioner, serving asa
public ombudsman, recently issued afinding thet criticized the extensive use of CCTV by
the city of Kelowna. He found that the city had violated Canada s Privacy Act, sating,

If we cannot walk or drive down the street without being systematicaly
monitored by the cameras of the state, our lives and our society will be
irretrievably atered. The psychological impact of having to livein asense of
congtantly being observed must surely be enormous, indeed incalculable. We will
have to adapt, and adapt we undoubtedly will. But something profoundly
precious-our right to feel anonymous and private as we go about our day-to-day
lives will have been lost forever.*

Since the United Kingdom has alonger, and more widespread, experience with CCTV
survelllance cameras, thereis a broad debate on their use. One concern isthat there are
no controlsin British law that regulate the purchasing and showing of footage obtained
from public CCTV surveillance. Therefore, individuas have no recourse againgt loca
government agencies that provide revedling tapes to producers.*® Since the UK has more
CCTV coverage per capitathan any other country in the world, it isrelatively easy to find
footage containing individuas engaged in private activities in parking garages, housing
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developments, department stores and offices. Surveillance cameras capture couples
intertwined in office sockrooms, devators and cars, women undressing in department
store changing rooms; and husbands and wives in domestic squabbles.

Voyeurigic use of CCTV footage is amajor concern. Such footage has been used or sold
commercidly in video stores dl over the UK, according to members of British
Parliament’ s Media Committee. One such video, entitled “Redlly Caught in the Act,”
included sex acts and other intimate contacts, recording both benign and illegd activities.
The tape prompted outrage in Parliament and protests from civil liberties groups. A
spokesperson for acivil liberties group stated that “there are no controls at al. We think
it's quite appaling that members of the public can be caught like this”** Sdlective or
targeted camera survelllance is another concern, particularly among black men, who are
concerned about racia profiling.*?

California Research Bureau, California State Library
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CCTV Video Surveillance by U.S. Law Enfor cement,

Cities, Trangsit Districts, Public Housing Authorities and

School Districts

In 1997, a CRB study located 13 U.S. citieswith CCTV street surveillance programs.*®
Recently we undertook to update this information by contacting those cities and other
cities mentioned in the press or by knowledgeable observers. We found that the number
of citiesusng CCTV dreet survelllance sysemsisincreasing, as described in Table 1,
but the exact number is unknown. While thereis no officia record of such programs,
according to a survey conducted by the International Association of Chiefs of Police,
over 200 local and state law enforcement agencies in the United States use some form of
CCTV aurvelllance technology in police operations including vehicles, bookings, public
places, and “other police procedures.”** According to the Chiefs of Police survey, most
agencies particularly use CCTV camerasin police vehicles, indde or outside government
buildings, or & specid events.

The U.S. Office of Justice Assistance and the Nationd Ingtitute of Justice have been
important funding sources for loca projects through the Bryne Memoriad Formula Grant
Program, Local Crime Prevention Block Grant Program, and the Office of Science and
Technology Program. A number of locd jurisdictions have sought state funding or have
collaborated with private sources to secure funding. In generd, we find that there have
been very few sudies of the effectiveness of the CCTV survelllance sysems. Crime-
related statistical data are not required for use of federa grant funds, nor isthere a
requirement that al grantees report incidents of crime occurring where the cameras are
located.

Despite their increasing use, thereis limited evidence that CCTV camera surveillance
programs are successful crime-prevention tools. According the Internationd Association
of Chiefs of Police survey, 96 percent of the responding law enforcement agencies usng
CCTV saurveillance do not incorporate an evauation component that measures the
effectiveness of the sysem. Some law enforcement agencies have even discontinued the
use of public CCTV aurveillance. In 1999, the New Y ork City police department
removed CCTV cameras from Srategic areas in the city after more than 18 months
because they had resulted in only ten arrests. Nonetheless, more than 2,300 CCTV
survelllance cameras remain in use in Manhattan, 85 percent of which are private. In
Newark, New Jersey, an analog CCTV system set up in 1994 was discontinued in 2000
because of the gaff time involved in monitoring the system.  In Oakland, Cdlifornia, the
city council withdrew aproposd to indal acity CCTV surveillance system in 1997.

Lagt year in Huntington Beach, Cdifornia, an effort by the downtown business
community to ingtal CCTV surveillance cameras d <o failed.

SURVEY OF U.S. CITIESWITH CCTV CAMERA SURVEILLANCE SYSTEMS

Early this year, CRB undertook atelephone survey to identify public CCTV surveillance
systems currently operating in the United States. Many are located in the eastern haf of
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the country, with the mgjority on the east coast. Some researchers bdieve thisis because

most eastern cities have higher dendity populations than in the west, which makes for

easer survellance. First we describe CCTV systems in other parts of the country, and
then we discuss Cdifornia. Table 1 summarizes our findings for the rest of the country.

Tablel
U.S. Cities (not including California) Usng CCTV Public Surveillance Cameras
City/Town Ingtallation | SiteL ocation Funding Reason For | Timeof Typeof
Date Sour ce Use Operation Surveillance
Baltimore, MD | June 1996 Downtown Private/Public | Drugs and 7am.toll Active
street crime | pm. monitoring
Dover, NJ September Downtown Federal funds | Loitering Around the Active
1993 clock monitoring
Jersey City, NJ | 2000 Citywide Federa Streetcrime | 7am.to11 Active
grants p.m. monitoring
South Orange, | 1994 City parking Federal and Crime Daytime Active
NJ lots and streets | city prevention hours monitoring
Charleston, SC | 1997 Citywide Federal/state | Streetcrime | Around the Active
clock monitoring
Tukwila, WA August 1995 | Business City funds Drugs and Around the Active
district Prostitution | clock monitoring
Federal Way, 2001 Downtown Federal funds | Drugs and Around he Active
WA Prostitution | clock monitoring
Tacoma, WA August 1993 | Hilltop district | City funds Drugs and Around the Active
Prostitution | clock monitoring
TampalSt. September Y bor City Public/private | Crime Around the Active
Pete, FL* 1996 prevention clock monitoring
Virginia 2000 Waterfront City/private Crime 6am.to7 Active
Beach, VA* district prevention p.m. monitoring
Anchorage, 1992 Entertainment | State/private | Drugsand 7p.m.to4 Passive
AK district prostitution | am. monitoring
Memphis, TN 1996 Downtown State/private | Crime Around the Active
prevention clock monitoring
Gulfport, MS 2000 Business Private/public | Crime Daytime Active
District prevention hours monitoring
Nevada, MO 2001 City Parklands | Privatefunds | Petty crime | Around the Active
prevention clock monitoring
New Orleans, 1998 Entertainment | Private/public | Crime Around the Active
LA district prevention clock monitoring
Cleveland, OH | 1997 Entertainment | Privatefunds | Crime 7p.m.to2 Passive
district prevention am. monitoring
Honolulu, HI 1998 Chinatown City funds Crime and Around the Active
area Prostitution | clock monitoring

Source: California Research Bureau telephone survey and literature review, 2002

* |ndicates use of biometric facial recognition technology in conjunction with CCTV

Washington D.C. has established the most extensive public CCTV survelllance

system in the country, linking hundreds of cameras that monitor mass transit

gtations, monuments and schools with new digital cameras that watch over streets,
shopping areas and neighborhoods.*®
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Baltimore: In September 1995, the Baltimore Police Department, the Downtown
Partnership of Batimore and the Mass Trangt Authority jointly applied for and
received a $75,000 Byrne Memorid federa grant to implement a“Video Patrol
Project.” The project was based on the concern that the downtown business
district would continue to decline and fall to attract consumers unless crime (and
the fear of crime) was effectively addressed. Aggressive panhandling,
progtitution, street dedling of drugs, and larcenies from vehicles were the most
notable crimes*®

New Jersey: The cities of Jersey City, South Orange, and Dover dl employ CCTV
survelllance systems. 1n 1994, South Orange approved the ingta lation of seven
CCTV surveillance cameras to promote public safety in parking lots,

intersections, and parks. The project cost $10,000 and was funded through a
combination of federa grants and municipa funds. Jersey City began usng

CCTV aurvelllance in 2000 in its downtown core area. In Dover Township, the
city recently inddled adigitd CCTV system to monitor activity on two high

school campuses, severad dtreet intersections and the downtown mall area. It is
the first time that a coordinated effort to link three different venues at the same
time has been undertaken.*’

S. Petersburg\Tampa Bay: CCTV survelllance equipment was purchased by the
city in 1995 to promote safety in the growing suburban business and

entertainment district known as Y bor City (apedestrian mall). Thistwo-by-ten
square block area has many clubs, restaurants, and some shops. According to a
Tampa Bay Police Department spokesperson, CCTV survelllance isthe “way of
the future’ to meet the growing security needs of entertainment digtricts that

atract large crowds.*®

In early 2001, the police added biometric technology to the CCTV survelllance
system in order to scan the faces of people videotaped in the Y bor City didtrict, as
had recently been done at the Super Bowl. The upgraded surveillance system
snapped pictures of faces and compared them with 30,000 images in a database
that included runaways and wanted criminas. However, the biometric scanning
system was recently discontinued because of public concern over its reliability

and its limited success as a crime prevention tool. 4°

Virginia Beach: VirginiaBeach began a CCTV video survelllance programin
1993, with support from the public, business, and the police. CCTV video
cameras cover 27 blocks of beachfront area, and are mounted on existing signal
devices and street light poles, and are enclosed in weatherproof sphereswith
tinted domes.>® The city later added a biometric component to the system. It is
the only city in the country currently using biometric face recognition technology
in conjunction with a CCTV surveillance sysem.
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Memphis: In 1996, Memphis undertook a $450,000 CCTV video surveillance
program for the downtown business and entertainment district to discourage and
prevent crime. The CCTV system consists of ten pan-and-tilt zoom cameras
mounted on buildings covering a 12-square-block area known as the Pinch
Digrict. The CCTV cameras are linked to a police dispatch center viaafiber
optic cable. Volunteers and police continuously monitor the CCTV system.>*

Anchorage, Alaska: Anchorage has seven mobile community patrols that
videotape any illegd activity within an assgned neighborhood and transfer the
digitized imagesto a centrd location viathe Internet. This volunteer video petrol
effort began in 1992 as away to help the middle-class neighborhood of Spenard
rid itsdlf of gambling and progtitution. The tapes are edited for clarity until a
perpetrator isidentified, and the image is then printed on paper and passed on to
the police or to local busnesses. Funding for the video patrols comes from the
business community and state grants.>

Washington State: The citiesof Tacoma, Tukwila, and Federa Way dl have
CCTV surveillance programs.” Tacomawas one of the first citiesto instdll a
CCTV video surveillance system to tackle neighborhood crime, and the system is
ill operating. Crimes detectable by cameras, such as assaullts, trespassing,
progtitution and vandaism, decreased from 244 incidents in 1993 to 87 incidents
in 1994. In 1995, the number of crimesincreased to 125, il lessthan hdf the
number reported in 1993.>3

Tukwila garted its eight-block CCTV surveillance system because street thugs
were robbing unsuspecting pedestrians by day and progtitutes were operating by
night. Police and specidly trained volunteers monitor this area day and night
from a centrally located storefront.

Federd Way isasmadl city in the Sesttle area that received afedera grant of
$96,000 to ingtall CCTV surveillance cameras in the downtown core area. The
survelllance program went into effect in August 2001, with the goa of helping
law enforcement to reduce drug sales and progtitution activity aong the Pecific
Coast area of downtown.

Nevada, Missouri: Ten CCTV surveillance cameras cover the town’'s 14,000
square foot community center in order to improve security. This smal town faces
some of the same public safety problems as big cities, according to the Parks and
Recreation Director.>*

Charleston, South Carolina: CCTV survelllance cameras were firgt ingaled in
1997 and have since expanded throughout the city’ s downtown business digtrict.
The cameras are monitored and operated by the police department, and the

T Urban communitiesin the greater Seattle areaare also using CCTV surveillance camerasin their
downtown and major business areas.

16 Cdlifornia Research Bureau, Cdlifornia State Library



program is supported by businesses and by crime victims. Other communities
near Charleston are considering similar surveillance programs.>®

CALIFORNIA CITIESWITH CCTV VIDEO SURVEILLANCE

According to a spokesperson for the League of Cdifornia Cities, it is not acommon
practice for California police departments and cities to use CCTV cameras to monitor
public areasin their jurisdictions.® In contrast, many local public agencies (such as
libraries, public housing, and parks and recreation departments) deploy CCTV
survelllance cameras, but their function is primarily to protect property rather than to
monitor public movement. Cities and State agencies are becoming increasingly vigilant
in protecting public buildings by ingaling CCTV survelllance cameras. Table 2 briefly

describes public CCTV surveillance programsin Cadifornia (there may be other examples

our survey did not locate), with more detailed information presented for severd cities.

San Diego: The San Diego CCTV survelllance program that began in 1993 is
unlike other camera surveillance programsin that it is used on behaf of the city’s
park system, which isthe heart of itstourism indusiry. The Balboa Park CCTV
system consigts of five cameras that monitor the areal s pedestrian mall and
museum buildings. The system was funded by the private sector. It is currently
off-line for upgrading. When operationd, the CCTV system films continuoudy,
but the video images are actively monitored only during regular business hours®’

Hollywood: In 1995, building owners and landlords in the Y ucca Street corridor
collectively pooled their resources ($15,000) to purchase and ingtal CCTV
cameras atop apartment buildings and business entrances. According to apolice
spokesperson, the effort was successful in discouraging potentid crime. However
by 1999, the system had become antiquated by modern technology standards and
was deectivated. Today, anew effort is underway by local community leeders
and the Hollywood Divison of the Los Angeles Police Department to purchase
and ingdl adate of the art digitdl CCTV camera system that would be easy for
volunteers and the police to operate and monitor. Thereis broad support in the
community for this new effort. It isanticipated that funds for anew system will

be from a combination of local, state, federal and private sources.>®

Palms Springs: In June 2001, the PAm Springs City Council received a Sate
technology grant and afederal justice assistance grant to purchase CCTV
survellance cameras. The system of 14 cameras will monitor a hdf-mile sretch
of PAm Canyon Drive in the downtown area. The camerasystem will be
passively monitored by dispaichers as time permits, and al tapes will be reviewed
before they are erased. According to City Manager, David Ready, “theideaisto
give people ahigher levd of security so they can enjoy themsdlves. Theredity is
we can't afford to put an officer on every corner.”>®
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Vallgjo: In November 2000, the Valgo City Council approved the ingtalation of
CCTV surveillance cameras, dong with the hiring of two community policing
officers, to monitor crime activity in the downtown area of the city. The purchase
of the camera survellance system was funded by loca generd funds. According
to a police spokesperson, the system will be operationa in February 2002.°

CCTV Surveillance camera in front of California’ s State Capitol located in Sacramento.
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Table?2

Citiesin California And Use of CCTV Public Surveillance Programs

City CCTV Surveillance System L ocation of Future
System Consderation
Sacramento Yes-privately operated and monitored by Downtown business None

the downtown merchants association.

district

San Francisco

Y es-to reduce criminal activity on buses.

Various Muni buses

Y es-as funds become

andrail systemtrains. | available
Oakland No-regjected in 1997 Was proposed for the | Yes-the Oakland
downtown area. International Airport
San Jose- Yes Commercial district Yes
Silicon Valley
Valgo Y es-to discourage crime Downtown Yes
LosAngeles | Discontinued in 1999 in the Hollywood Y ucca Street corridor Yes-adigital systemis
area of Los Angeles. in the planning stages
L akewood Discontinued in 2000 after two year Residential Yes-asthe need for this
project to address graffiti and gang activity | neighborhoods type of surveillanceis
warranted
Palm Springs | Yes Business district Yes
San Diego Yes Balboa Park Yes

Source: California Research Bureau Survey, 2002

Red Light Camera Surveillance

According to data from the National Highway Traffic Safety Adminigiration, there were
about 6.3 million reported crashes on U.S. roadwaysin 2000. Approximately 40 percent
of those motor vehicle crashes occurred at intersections or were intersection-related.®
Since 1992, the Federal Highway Adminigration has spent millions of dollars promoting
photo enforcement systems at intersections (red light surveillance cameras) and helping
locd jurisdictionsto ingdl them. Red light cameras automatically photograph vehicles
whose driversrun red lights.

The nature and operation of red light camera programs are determined by state and local
law enforcement as well as by eected officids. While there is some variation from seate
to state, most systems operate and work in the following manner:

Locd engineers determine the timing & traffic sgnds, including the length of the
green, yellow, and red phases.
A red light camera system is connected to atraffic Sgnal and sensors buried in the
pavement at acrosswak or stop sign.
In most cases, the system monitors the traffic Sgna and triggers the camerato

photograph the tags of vehicles entering the intersection after the light has turned

red.

The cameraistriggered by any vehicle passing over the sensors above a pre-set

minimum speed and a a specified time after the Sgnd has turned red.

The camera records the date, time, and speed of the vehicle, and aclear imageis
produced (under awide range of light and wesather conditions).
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At least 60 communitiesin the U.S. are using red light survelllance cameras, including
large citieslike New York and Los Angdes. Cdifornia, Maryland and Hawaii have by
far the most red light cameras (see Table 3 below).%2 Currently, five states (Alaska,
Nebraska, New Jersey, Utah, and Wisconsin) have banned photo enforcement systems.

Table3
Citiesin States With Red Light Camera Surveillance Programs
Arizona Colorado Virginia
Chandler Boulder Alexandria
Mesa Denver Arlington
Paradise Valley Fort Collins Fairfax City
Phoenix Fairfax County
Scottsdale Falls Church
Temple Vienna
California Maryland North Carolina

Beverly Hills Redwood City Anne Arundel County Charlotte
Culver City Sacramento City Annapolis Howard County Fayetteville
Cupertino Sacramento County Baltimore Hyattsville Greensboro
El Cajon San Buenaventura Baltimore County Laurel High Point
Fremont San Diego Bdl Air Landover Hills Willington
Garden Grove San Francisco Blandensburg Montgomery County
Indian Wells San Juan Capistrano Charles County Morningside
Irvine Santa Rosa Cheverly Prince George County
Long Beach West Hollywood Cottage City Riverdale Park
Los Angeles City Ventura Forest Heights
L os Angeles County Oxnard Greenbelt
Delaware Disgtrict of Columbia Ohio
Wilmington Washington D.C. Toledo
Hawaii (statewide) New York Oregon

New York City Beaverton

Portland

Washington
L akewood

Source: Insurance Institute for Highway Safety, Highway L oss Data I nstitute, 2001

In Washington, D.C., the police department reports that their red light surveillance
program resulted in a 63 percent reduction in red light runners at 39 intersectionsin the
first year of operation, and a decrease in fatditiesaswell.®® A 1999 Insurance Ingtitute
for Highway Safety study in Oxnard, Cdlifornia, found that red light running violations
dropped atotal of 42 percent within ayear after photo enforcement was introduced.®*
Another sudy in Fairfax, Virginia, showed that red light violations declined 40 percent
after one year of photo enforcement.®® In San Francisco, the police department began
using ared light survellance program to monitor vehicle trafficin 1996. According to a
police department spokesperson, the surveillance program was prompted in part by public
demand to crack down on “speeders’ who consistently run red lights and endanger other
vehicles and pedestrians. Within six months after the program began, red light running
was reduced by nearly 40 percent.?® The public generally seemsto support local
adoption of red light running photo-enforcement laws, with aHarris Poll finding 69
percent public support.®’
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Recent Congressiond testimony questions the effectiveness of red light systems®®
Technicd criticiam rdlaes to the inconsstencies in the way traffic engineers change
timing standards to accommodate camera enforcement. Individud traffic Sgnas are not
timed in a consistent manner, particularly as to the length of yellow lights®® According
to the Insurance Indtitute for Highway Safety, yellow lights must be timed to
accommodate awide range of circumstances. Asaresult, the Ingtitute of Transportation
Engineers (ITE) and Federd Highway Adminigration provide guidance to local traffic
engineers on 9gnd timing using two different goproaches. Engineers can ether employ
auniform vaue for the length of yellow changeintervals, or st the timing for each
intersection individually to take into account factors such as geometry and traffic
Speeds.70

Critics of the programs contend that they are merely away to generate more tax revenue.
For example, New Y ork officids report that they have collected an average of $8.5
million per year Snce the city’ sred light survelllance sysem wasingaled. In San

Diego, ajudge dismissed nearly 300 ticketsin a class-action lawsuit, ruling that the
evidence was unreliable because the system is privately run and the company is paid
through a percentage of thefines. Also, there may actudly have been anincreasein
accidentsin San Diego intersections as people brake to avoid the costly fine.

Public and Regional Transt

Public trangit systems across the country have ingtdled video camerasin buses and rail
gations for reasons including crime prevention and response, risk management, lega
evidence, responses to events in progress, customer service, and employee security.
Municipa bus sysems in Portland, San Francisco, and Cleveland use video cameras
mounted on top of buses to record passenger activity in and out of buses. Municipa bus
systemsin Philade phia, Chicago, and San Antonio use video survelllance camerasinsde
of busesto help prevent frauduent injury clams and reduce incidents of passenger
harassment and property damage.”

CCTV aurveillance cameras are dso used by municipd rals sysemsin Cdifornia For
example, the San Francisco County Board of Supervisors received a $2 million state
grant in 2000 to inddl digital CCTV survelllance cameras on Municipd Ralway trangt
vehides’? The Bay AreaRegiona Transit (BART) system uses CCTV surveillance
camerasin mgor rail sationsdl dong the entire BART line. InLos Angeles and
Sacramento CCTV cameras are used on certain rail lines that have demonstrated high
crimerates.

According to anationd transit survey conducted in 2001, 26 transit agencies reported
using surveillance systemsin their operations. Most trangit agencies responding to the
survey make full use of their CCTV systems by continuoudy monitoring passenger
activity ingde buses, a smaller number use surveillance systems only to record events,
and; afew use audio survelllance. According to the survey, few, if any, trandt systems
use CCTV cameras on their entire fleet of buses or in dl facilities. Most commonly (11
of 26 agencies), respondents reported that less than 25 percent of their agency’sfleet is
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equipped with survelllance cameras. Mogt agenciesingal CCTV cameras in response to
specific crime, fraud, disorder, safety, or passenger complaints on certain routes. "
Concerns over the lack of disclosure about surveillance systems on buses have led most
trangt agencies to inform riders about the CCTV cameras. According to the Nationa
Trangportation Research Board, signs should be posted in dl vehicles and premises
notifying the public of the cameras and that information is being gathered and recorded
viathe surveillance system. The Nationd Research Council advisesthat if Sgnsare
present derting the public that surveillanceis being used, this condtitutes alegd

obligation by the trangt agency (in some instances) to perform such surveillance. The
nature of the obligation differs from state to state.”

Table 4 presents abrief description of the cities with trangt districts usng CCTV
systems.
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Table4

Trangt Systemsin the United States Using CCTV Camera Surveillance Systems

Name of Transit System Type of Date | Results

City/Area Surveillance

Ann Arbor, Ml Bussystem Digitd CCTV 1997 Improved
perception of
security

Bakersfield, CA Bus system Anaog CCTV 1997 N/A

BART, CA Rail Stations Digital CCTV 1999 N/A

Buffalo, NY Bus system Digitd CCTV 1995 Anecdotal
evidence-System
is effective

Chicago, IL Bussystem Digitd CCTV 1996 Limited arrests

Cleveland, OH Bussystem Digital CCTV 1996 N/A

Columbus, OH Bus system Digital CCTV 1997 Improved
perception of
security

Coupeville, WA Bus system Anaog CCTV/audio 1999 N/A

Denver, CO Bus system Digital CCTV 1997 N/A

Durango, CO Bus/trolley system Analog CCTV 2001 N/A

Houston, TX Bus system Digital CCTV 2001 Improved
perception of
security

Lancaster, CA Bus system Digita CCTV 1998 N/A

Los Angeles, CA Busand rail systems Digita CCTV 1995 N/A

Milwaukee, WI Bus system Digita CCTV 1999 Improved
perception of
security

Oakland, CA Bus system Digitd CCTV 1999 Improved
perception of
security

Philadel phia, PA Bus system Digital/Analog CCTV 1993 Improved
perception of
security

Portland, OR Busand light rail Digital and Analog 1987 Vandalismisdown

systems CCTV

San Antonio, TX Bus system Digital CCTV 2001 N/A

San Francisco, CA Busand rail systems Digitd CCTV 1996 Improved
perception of
security

Seattle, WA Bus system Digital CCTV 1996 N/A

St. Louis, MO Light rail system Digital and analog CCTV | 1997 Complaint
reduction

TampaBay, FL Bus system Digitd CCTV 2000 Improved
perception of
security

Thousand Palms, Bus system Digitd CCTV 1999 N/A

CA

Torrance, CA Bus system Analog CCTV 1998 N/A

Washington, DC Bus system Digitd CCTV 1998 N/A

Source: Cdlifornia Research Bureau, 2002
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The Cdifornia Department of Trangportation (CaTrans) utilizes video cameras on many
of the state’ s major freeway systems to monitor and regulate traffic flow. CaTransadso
uses an “Automatic Vehicle Identification” system for road tolls, which identifies cars as
they pass roadside sensors at toll plazas. Trangponders located in license plates and pass
cards identify acar’ sregistrant viaroadsde sensors, which in turn trigger deductions
from road user accounts.” Other toll road systemsin Floridaand in New Jersey use
CCTV survelllance cameras to identify moving violators and prevent car hold-ups.

Amtrak usesan “interactive video” system (PFA Flex 300) at mgor rail sationsin
Chicago, New Y ork, and Washington for information and ticketing, and for agent and
cient interface.  According to an Amtrak spokesperson, the interactive system alows
potential passengers and live agents located a a remote station or location to conduct
business. This system alows agents to combine the needs of |ow-volume saionswith
other tasks. The PFA Flex 300 is being tested for CCTV video surveillance, public
announcements, environmenta cortrol of temperature, lighting and door locking, infrared
sensors, credit card reading capability, and train status information. ”®

CCTV PROGRAMSIN PUBLIC HOUSING

In the United States, there are gpproximately 4.8 million public housing units ranging in
gze from one to a 1,000 units; 60 percent are rdatively small, with one to 49 units.
Eleven out of the fifteen largest public housing projects are located in the eastern half of
the country.”’

Neighborhood activists and police have teamed up over the past severd years to address
locdl crime concerns by incorporating video survelllance with other crime prevention
measuresin public housing projects. CCTV camera systems are becoming a maor part
of new place-specific crime prevention strategies employed by housing administrators.
Various examples of this new security gpproach cdl for physica design and management
changes, including enhanced security, improved property management, and grester
residentia involvement.”®

In Richmond, Virginia, ahousng project for 200 families received HUD funding
and community oriented police (COP) funding for police patrols and digita
CCTV surveillance cameras.”

In the Boston public housing projects of Roxie Homes, Camfield Gardens, and
Grant Manor, amgor collaborative effort was recently undertaken to improve the
quality of life. Trained security officers from the projects, who have arresting
powers, monitor the CCTV camera from within the project and respond to any
illegd activity captured on the video. The project, known as Safe Neighborhood
Action Plan (SNAP), cost $1.3 million to implement and has reduced crime in the
three projects by 30 percent.®°

Most public housing projects are managed by local governmenta agencies. Numerous
housing projects are privately owned and financed with government mortgages vialoca
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housing finance agencies. The vast mgority of these housing units are for low-income
families and individuals living on government subsistence®® In Massachusetts, the
housing finance authority (MHFA) spends $3 million annualy on security for 9,000 units
throughout the state®? There are other government funding sources available for locdl
gpplicants, including community oriented policing and justice assstance grants from the
U.S. Department of Justice, and U.S. Department of Housing and Urban Devel opment
(HUD) grants. Information about public housing project security and safety requirements
is not collected by any federa or state agency. However, managers and operators of
federdly funded public housing are required to conduct an annua Public Housing
Assessment Security Survey (PHASS) of tenants to determine consumer satisfaction.

CALIFORNIA’S PuBLIC HOUSING CCTV PROGRAMS

The Cdifornia Department of Community Housing and Development administers
funding for public housing projectsin Cdifornia. According to department officids,
public housing agreements with loca housing officids do not require stipulations for
reasonable expenditures on security measures. The state aso does not collect crime-
specific data about sate funded public housing programs, whether they are privately or
publicly managed. According to representatives of the nonprofit Housng Association of
Northern and Southern California (representing private owners and investors of public
housing), no security stipulations are required in any of the contractsthey sgn. While
these privately owned housing units are reserved for low-income families and individuds
living on government subsstence, it is the responghility of the housing managersto pay
for on-site security measures.

Anecdotd information suggests that many of the estimated 130,000 public housing units
in the State are monitored by private security personnel or are patrolled by local police
departments as part of a community policing program. Larger projects with 300 or more
housing units are more likdly to use CCTV survelllance cameras. Mogt of the large
housing projectsin Cdifornia (high-rise buildings or large two-story housing complexes)
are located in San Francisco, Oakland, and Los Angdles. While the exact number of
housing unitsin these cities usng CCTV survelllance is unknown, CCTV survellance
cameras are amgor component of security, according to a public housing officiad
interviewed for this report.%3> CCTV surveillance cameras aso play amgjor rolein
security in public and privately funded senior housing projects across the state.®*

Evenin rurd aress, such as Eureka and Porterville, public housing projects are usng
CCTV surveillance cameras as the primary source of security.

In Porterville, the loca housing authority ingaled sx CCTV camerasin aten
gtory elderly public housing project with the help of federal and sate fundsin
December 2001. The CCTV cameras are mounted on street poles and monitor
activity in and around the entrances to the building.®°

In Eureka, theloca housing authority inddled seven CCTV surveillance cameras
in amulti-family housing project in 2001. The project was funded through a
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federal grant and is required to keep statistical data about crime occurring where
the cameras are located.®®

CCTV SURVEILLANCE SYSTEMSIN SCHOOLS

Schooal digtricts across the country began usng CCTV surveillance systems in the mid-
1990s, before awave of tragic school shootings. Some district administrators now
believe that CCTV cameras are an essentid part of crime prevention in schools. When
asked whether an effective CCTV surveillance system could have prevented the
Columbine killings, aHuntsville, Alabama, schoal digtrict officid said “probably not, but
it could have minimized the damage.”®’

Benefits ascribed to school CCTV surveillance systems include:

Gives both students and faculty “peace of mind” and a sense of safety

Provides a*“ deterrence factor” to outsiders who do not belong on campus and to
students and employees who do

Provides school adminigirators or security personnd with information not
otherwise available, i.e., evidence can be preserved on tape

Frees up manpower for more appropriate work

Performs mundane tasks and saves money®®

Video survellance cameras target the following school security concerns:

Outsders on campus
Fights on campus
Theft

Parking lot problems
Bus problems
Teacher safety®®

Some school didricts have invested heavily in CCTV surveillance technology. For
example, nearly dl of the 98 public schoolsin Atlanta, Georgia have ingdled high-tech
surveillance equipment. The cost of ingtdlation and equipment was $3.3 million. ™
There are substantial additional costs over time for maintenance and personnd. Given
the cogt, school security consultants advise school officids to evauate the following
questions prior to committing community resources for school video surveillance
sysems

What specific security threats are you attempting to address?
How will the equipment help address these thrests?
If you are able to purchase the equipment, who will use it, how will it be used,
and how will it be maintained and repaired?*
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By themsdlves, security technologies such as video surveillance may offer only a*“quick
fix, aggressvely marketed, and something tangible that administrators can show to their
community as their way of securing school premises”®?  School administrators may also
face abasic paradox: the more obtrusive security equipment a school contains, the less
sofeit feds®

A 2000 nationa survey of school administrators, conducted by American School &
University (AS&U), highlights school security practices and concerns. % Some of the
key survey findingsindude: ¥

70 percent of the school officials rated security issues as being of utmost
importance in cregting an environment conducive to learning (an average 4.5
rating on ascale of 1 to 5, with 5 being of utmaost importance)

Security was one of the top four concerns of the respondents, as shown in
Chart 2 below.

A number of factorsinfluence school security decisons, ranging from
drategic planning to pressures from congtituents.

Chart 2
Rating School District Concerns
1 = of little concern; 5 = of utmost concern
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Source: AS& U School Security Survey, 2000

* The survey was based on 439 telephone interviews. The average student enrollment of the respondents’
districts was 5,029 students. One-third of the districts had less than 1,000 students, 29 percent had 1,000 to
2,499 students, 22 percent had 2,500 to 9,999 students, and 14 percent had more than 10,000 students.
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Low technology locks are ill the most common security equipment in dementary,
middle and high schools. However, a the high school level CCTV video surveillance is
the second most common security equipment. Further, CCTV, handheld meta detectors
and ID card systems are increasingly being inddled in dementary school didricts thet
have alot of buildings (See Chart 3).° CCTV was the most common security system
that digtricts planned to ingtal in 2001 (See Chart 4).
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Source: AS& U School Security Survey, 2000
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Chart 4
Equipment to be Installed - 2001
*Base equals 28% of respondents who said they will install equipment in 2001
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SECURITY TECHNOLOGIESIN CALIFORNIA SCHOOLS

In 1999, the California Research Bureau conducted a statewide survey to assess the
security measures and crime prevention resources used in California school districts®
At that time, many Cdifornia school districts were incorporating closed circuit video
aurveillance (CCTV) into their school safety programs.  According to the 1999 CRB
school survey:

29 percent of school districts used CCTV cameras on school buses
22 percent of the digtricts placed CCTV cameras on campuses
13 percent used CCTV cameras to monitor other school property

These figures are an impressive increase from 1996, when a CRB study found that only a
few school districtsin California had placed CCTV surveillance cameras on campus.’
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Chart 5
School District Surveillance Camera Usage*
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*Sixty-five school districts reported using camera surveillance

The California Safe Schools Act of 2000 alowed school digtricts to use sate grant funds
to purchase CCTV equipment. Examples of ingtalations last year, in both middle and
high schools, include the Huntington Beach, Colton and Moreno Valey school didricts.

In Huntington Beach, surveillance cameras were recently installed as a pilot
project in one high school to deter vanddism, at the request of the didtrict’s
insurance carrier. Theinsurance carrier is paying for the pilot program
equipment, and the didtrict will pay for any camerasingdled in other schools.
The cameras are only used to record incidents and are not connected to a
monitoring sysem. |If the didrict finds that the pilot system is effectivein
deterring vanddism, surveillance equipment will be ingaled throughout the
district within a year.%®

In Moreno Vadley, surveillance cameras have been ingaled in one high school as
apilot program, using sate funds. If the pilot program is successful, cameras will
beingdled in other Moreno Valey high schools. The surveillance system has no
monitoring capability and only records incidents.®

All the middle and high schoolsin the Colton Valey school district installed
video survelllance systemsin the past year, with funding from a $550,000 sate
grant awarded through the Safe Schools and Violence Prevention Program. The
system has an active monitoring capability that can be accessed through the
Internet. It will be monitored by principas, assstant principas and sdected
digtrict officids®
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BUSINESS AND WORKPLACE APPLICATIONS OF
CCTV SURVEILLANCE

Video survellance in Americais not a recent phenomenon. Businesses began using
CCTV aurvellancein the early 1960s, firgt in banks, as mandated by federa banking
law, and later in commercid buildings. Inthe 1970s, CCTV surveillance was deployed
in hospitas, dl-night convenience stores, art gdleries, and in many other commercid
areas. Video technology was limited to passively recording events, with little or no
means for remote monitoring. Picture quality was often poor. For example, on many
occasons police officids were unable to prosecute criminds caught in the act by remote
video cameras because quick movements resulted in low quality pictures.!%t

Video technology advanced during the1980s with the introduction of camcorder
technology, and even more in the 1990s with digital technology, improved camera
coverage, and weather resstant housing. Private sector usesincluded
industry/manufacturing, retalling, trangportation and digtribution, banking, utilities, and
hotds/motels. Many businesses invested heavily in video survellance technology asa
means to protect products and to promote safe environments. By 1997, web-based digita
and computer
technology began
emerging asa
more effective
means to
improve the
video image of
andogue
survelllance
SURVEILLANCE CAMERA cameras and to
interact with
CCTV sygems.
WOUR SECURITY AND i Today many

' businesses are

WELCOME!

ARD MUSIC ARE FOIE

ERJOYMIENT
combining these
1 ﬂ% two technologies
to improve
SHERAMENTD ._ security. For
example, CCTV
cameras
survelllance

o

Notice of CCTV surveillancein use.

systemns used in concert with web-based Internet Protocol (1P) computers make it possible
to tranamit live video of any crime to any remote server over the Internet. 1P survelllance
systems transmit live video streams of up to 30 frames/second into a standard web
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browser. Retail industry employees, especially those congtantly exposed to the threat of
armed robbery such asin convenience stores, are now monitored on the job from a
central location by company security staff. 102

AN EXPANDING SURVEILLANCE INDUSTRY

According to anationd survey taken in October, 2001, shortly after the September 11
terrorigt attacks, nearly 90 percent of American companies had taken actionsto re-
evauate their security operations, upgrade or buy new security systems, or increased
security staff. The survey asked companies to identify the type of security technology
that would make the biggest difference in fighting terrorism. CCTV camera surveillance
was the most frequently mentioned technology, followed by eectronic card key access,
and emergency communication gear (See Chart 6).1%°  Over 50 percent of al CCTV
survelllance sdesinvolve indusirial and commercid dients.

Chart 6

Survey of Security Options Favored By National and Worldwide Companies
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Source: Security Magazine Survey, October 2001

Commercid salesof CCTV camera surveillance equipment are reaching record levels.1%4

Since 1997, the sdle of CCTV surveillance equipment has surpassed the sales of burglar
and firedarm systems. Overdl, the dectronic survelllance industry has grossed about
$40 hillion ayear Snce 1998. Annua revenues from the sale of video surveillance
cameras more than tripled from $282 million in 1990 to more than $1 billion in 2000.
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The Security Industry Association forecast that sales could grow to over $1.6 billion by
the end of 2001 (See Chart 7 Below). After theterrorist attacks on New Y ork and
Washington D.C., some indudtry officias predicted thet the sde of CCTV surveillance
camerasin the U.S. could soar to nearly $5.7 billion by the end of 2001.1%°

Chart 7

Revenues Related to CCTV Surveillance Cameras
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Indudtry officids estimate that there about two million CCTV camerasused inthe U.S.
for public safety and for security purposesin offices, gpartment buildings, garages, stores,
banks and ATM machines, and restaurants.'® There are d=o literally thousands of
CCTV cameras used by federd, state, and loca governments on highways, in tollbooths,
at intersections, in buildings, train stations, airports, prisons and post offices X%’

CCTV INTHE WORKPLACE

CCTV aurveillance is common in the American workplace setting. According to the
Privacy Journal, an employer, manager, board member, or supervisor can legaly
videotape employees using hidden camerasiif they suspect wrongdoing.'®® Some
businesses are turning to CCTV survelllance to protect againgt employee law suits and
other related damages. In addition to CCTV, other types of surveillance include
telephone monitoring, e-mail and voice mail monitoring, computer keystroke monitoring,
Internet website monitoring, location tracking using employee badges, and satdllite
tracking.2®® A 1996 study of workplace monitoring celculated that at least 40 million
American workers were subject to some form of eectronic surveillance*? In the public
sector, trandt workers can be scrutinized by confidentia investigators using video
survelllance.

CCTV cameras are ds0 being used in nursing homes and assisted living communities
across the country by what some people call “granny cams” Advocates of granny cams
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believe that they promote better safety and care, citing acase in Alaskawhere the
daughter of an elderly resident had a cameraingtaled after frequent complaints about her
father’s care. The video camera recorded the 87-year-old man, who suffered from
Alzheimer’s disease, as he was | eft unattended in a bathroom for over an hour. Asa
result, the state’ s long-term care ombudsman found that nursing home staff violated basic
standards of care.*'*

Most nursgng-home officids oppose the granny cams movement. They contend that the
cameras invade the privacy of residents and add to the difficulty of finding employessin
an industry that is dready short-staffed. They are concerned that videos from the
cameras will be used as evidence in the burgeoning number of cases being brought
agang nurang homes. (Litigation is expanding so rapidly that membership in the
National Academy of Elder Law Attorneys has increased tenfold in the past decade.)'?

Concerns about privacy intersect with CCTV survelllance in some companies.
Bathrooms and changing rooms are particular locations of contention, as the following
examples suggest. The generd manager of the Apalachicola Times newspaper in Florida
ingtdled a hidden camerain the employee bathroom to ensure that nothing illegd was
happening. The management of the Boston Sheraton Hotel video recorded workers as
they changed clothes in alocker room on the pretext of investigating suspected drug use
by workers*® In 1997, hidden CCTV surveillance cameras were found in amen’s
bathroom of atrucking company in Riversde, Caifornia. After sheriff’ s deputies seized
the CCTV cameras, acompany spokesman said the equipment was ingtalled to root out
illegd activity and not to py on people. Employees caught on tape sued the company for
invasion of privacy in the 9" U.S. Court of Appeals. In September 2001, the court ruled
that employees had the right to sue for invasion of privacy.'** The 9" Circuit has dso
affirmed that federa |abor law protects unionized workers engaged in picketing and
organizing activities from video surveillance by employers*®

CCTV AND RETAIL SECURITY

American workers, especidly those exposed to the threat of armed robbery, may fed
incressingly safe in the presence of security equipment.t*® Recent research conducted by
the Nationa Association of Convenience Stores (NACS) studied the effectiveness of
having two clerks present as away to discourage crime and reduce injury. The study
found that two clerks on duty, particularly during the night shift, had a postive effect by
reducing the robbery rate in previoudy robbed stores. There was aso some evidence that
CCTV survelllance cameras with amonitor in the front, where potentia perpetrators and
others can see themselves, may show promise as a robbery deterrent.*'” However,
researchers for the NACS conclude that while CCTV surveillance and video systems
have become more prevaent in recent years, more focused research needs to be
conducted in order to prove if CCTV cameras are effective!*®

In 1995, the Cdifornia Occupationa Safety and Hedth Adminidration (Cal/OSHA)
developed amodel set of guiddines to reduce workplace injury, illness, and violence**®
The guidelines create three categories of injury prevention. Type 1 focuses on the
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prevention of an externd assault or threat by an outside third party. The Type 1
guiddines recommend the following physical changes to business establishments in order
to reduce violence (in rank order):

Vigdhility
Lighting
Mirrors
CCTV Cameras

Retall customers are increasingly comfortable with CCTV surveillance. A security
indudtry official contends that, “years ago shoppers objected to eectronic eyes recording
their moves; today it’s not only accepted, it's preferred.” 2% This expectation raises
ligdbility issues for property owners. Courts have decided successful tort claims of
negligent security involving video surveillance, brought by crime victims. Some cases
claimed that owners did not provide adequate video surveillance to protect patrons or
tenants. Other cases claimed that owners decreased security by replacing security guards
with video surveillance?*
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Legal and Privacy Issues Related to CCTV and Other
Survelllance Technologies

The question we confront today is what limits there are upon this power of
[surveillance] technology to shrink the realm of guaranteed privacy.
--Justice Antonin Scdlia'?2

For three decades, most U.S. legal scholars agreed that continuous CCTV video
surveillance of public areas did not present significant legal obstacles. This was because
until the late 1990s, continuous video surveillance was mainly considered by courts and
legidatorsto beaform of “passve’ surveillance, comparable to amechanica police
officer. Thus, such use was not considered to be an intruson upon an individua’s

privacy.’

Within the last five years however, four phenomena have sgnificantly impacted the
current and future legd debate regarding the appropriate use of video and related
survelllance technologies and their implications for privacy rights.

1) Theincreasng cagpabilities and widespread use of law enforcement video
surveillance technol ogies have become ubiquitous and sophisticated.

2) Civilian use has outpaced legd debate and proposed legidation.

3) A recent U.S. Supreme Court decision, Kyllo v. United States, perhaps reinterprets
the modern Fourth Amendment “search and seizure” test established in its 1967
decison, Katz v. United States, which has been relied upon for the past 35 years.

4) Federa, gate and local law enforcement responses to the terrorist attacksin
September 2001, have blurred the lines between law enforcement, nationa
Security interests and perhaps changed the privacy rights of citizens.

SURVEILLANCE TECHNOLOGIESAND THE FOURTH AMENDMENT

In interpreting the Fourth Amendment of the Condtitution, which protects, “The right of
the people to be secure in their persons, houses, papers and effects, against unreasonable
searches and seizures,” the courts have wrestled with what congtitutes a*“ search,” and
how to best protect individua privacy againgt intrusive or over-zealous government
survelllance. Inrecent years, the courts have attempted to integrate law enforcement’s
increasing use of advanced surveillance technologies, balanced againg individua privacy
rights. Rules specifying when and how wiretapping can be used are one example.
However, rapidly evolving survelllance technologies and their expanding use may render
court decisions attempting to strike such a baance obsolete or ineffective. By thetimea
case winds through the judicia and appellate process, new technologies emerge, are used,
and the legd premises of prior decisons must be tested dl over again. Further, the
surveillance technologies used in domestic law enforcement are increasingly Ssecretive,

8 For an overview of the legal issues surrounding the use of continuous video surveillancein public areas,
see Marcus Nieto, Public Video Surveillance: Isit an Effective Crime Prevention Tool ? (Sacramento:
California Research Bureau, California State Library, June 1997), 4-6.
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raising Fourth Amendment and privacy issues that can come before the courts only if
their useis disclosed.

The U.S. Supreme Court decision, Kyllo v. United States (2001), addresses Fourth
Amendment protections and the use of advanced surveillance technologies for law
enforcement purposes. While the surveillance technology at issue was not video
aurvelllance technology, the decision ill has important implications for emerging video
surveillance technologies and their law enforcement gpplications. The following
discussion briefly outlines modern Fourth Amendment law embodied in the Katz vs.
United States decision, and then describes the Kyllo decision.

The Fourth Amendment of the U.S. Condtitution prohibits unreasonable “ searches and
seizures” The 1967 Supreme Court case, Katz vs. United States, defined modern Fourth
Amendment law.*?® In the Katz opinion, the U.S. Supreme Court declared: “What a
person knowingly exposes to the public, even in his own home or office, is not a subject
of Fourth Amendment protection...[but] what he seeks to preserve as private, even in an
area accessible to the public may be congtitutionally protected.”*?* Justice Harlan, in his
concurring opinion in Katz, devel oped a two-part test recognized as the “reasonable
expectation of privacy test:” fird that a person have exhibited an actua (subjective)
expectation of privacy and, second, that the expectation be one that society is prepared to
recognize as “reasonable”*?®  This genera standard has been used to determine whether
or not certain police activity and surveillance condtitutes a seerch of an individua under
the Fourth Amendment. When gpplied to the use of video survelllance of public streets,
the prevailing view has been that video survelllance does not violate the Fourth
Amendment.

One observation about Katz is that the reasonable test is circular. As privacy expert
Jeffrey Rosen points out: “peopl€e’'s subjective expectations of privacy tend to reflect the
amount of privacy they experience; and as surveillance technologies grew increasngly
intrusive, expectations of privacy were correspondingly diminished.”*?® A recent
Harvard Law Review article noted that, “as new technologies dter individuas' privacy
expectations and encroach upon realms for which society has yet to develop such
expectations, the Katz standard becomes increasingly difficult to apply.”*?" Even Justice
Scdia has commented (in adissenting opinion) that the Katztest is“notorioudy
unhelpful.”28

Inits June 2001, decision, Kyllo vs. United Sates, the U.S. Supreme Court addressed law
enforcement “searches’ of private homes using advanced technologies. The Court
grappled with “the question of whether the use of atherma imaging device aimed a a
private home from a public Street to detect relative amounts of hest within the home
congtitutes a‘search’ within the meaning of the Fourth Amendment.”*?® The case
semmed from federd law enforcement using athermd imaging device to scan ahometo
determine whether the heat emanating from the resdence was smilar to heat emitted
from high-intengity lamps used for indoor marijuana growth. Federal agentsthen
obtained awarrant from afederd magidtrate judge that authorized a search of Kyllo's
home. Thejudge relied on tips from informants, utility bills and the results of the thermd
imaging to issue the warrant. Kyllo unsuccessfully attempted to have the evidence (the
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marijuana plants) withheld from congderation, and wasindicted by afedera grand jury
on one count of manufacturing marijuana.

On gpped, the Ninth Circuit sent the case back to Didrict Court to conduct an evidentiary
hearing about the intrusiveness of thermd imaging. The case then wound through a
series of hearings and gppellate determinations. A different Ninth Circuit pandl

ultimatdy affirmed the Didrict Court’s ruling that the therma imaging device was not
intrusve. The pand ruled that Kyllo did not have a subjective expectation of privacy
because he did not keep the heat escaping his home from being detected. The pane
gated “Kyllo made no attempt to conceal these [heet] emissions, demonstrating alack of
concern with the heat emitted and alack of a subjective privacy expectation in the
heat.”**° In affirming the District Court’ s decision, the search warrant was validated,
and the marijuana plants were dlowed into evidence to substantiate Kyllo' s indictment.
The U.S. Supreme Court chose to hear Kyllo's apped .23

Judtice Scdlia, in writing for the five-member mgority (including Justices Souter,

Ginsberg, Thomas and Breyer), found that “where...the Government uses adevice that is
not in generd public use, to explore details of the home that would previoudy have been
unknowable without physical intrusion, the survelllanceisa‘search’ and is

presumptively unreasonable without awarrant.” 132

Justice Scalia further satesin Kyllo that

The Katz test—whether the individua has an expectation of privacy that
society is prepared to recognize as reasonable—has often been criticized
ascircular, and hence subjective and unpredictable...While it may be
difficult to refine Katz when the search of areas such as telephone booths,
automobiles, or even the curtilage and uncovered portions of residences
are a issue, in the case of the search of the interior of homes...thereis
reedy criterion, with roots deep in the common law, of the minima
expectation of privacy that exists and that is acknowledged to be
reasonable. To withdraw protection of this minimum expectation would
be to permit police technology to erode the privacy guaranteed by the
Fourth Amendment. We think that any informetion regarding the interior
of the home that could not otherwise have been obtained without physica
“intrusion into a congtitutionaly protected ared’ .. .condtitutes a search—at
lesst where. ...the technology in question is not in genera public use. 23
(citations omitted)

It istoo soon to know whether, in the Kyllo decision, the Supreme Court “refines’ Katz
and creates a new basdine that increases privacy protection, or will continue to rely on
the Katz test to address future privacy concerns and emerging surveillance technologies.
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THERIGHT TO PRIVACY

Personal privacy is the foundation of all freedom. Paul A. Strassmann®>*

Individud privacy in the United States is protected through a combination of
condtitutional guarantees, federd and tate statutes, regulations, and voluntary indusiry
codes of conduct, al of which gpply to the public and private sectorsin different ways.

Common Law

Governmentd interest in protecting the reputation of its citizens originates in common
law. Theright of privacy in tort law is both protective—Ilimiting the actions of
government—and afirmative—facilitating persona expresson and communication. At
times, these interests may conflict: one person or industry’ s right to privacy may limit
another’ s ability to gain and express information of public value. For example, private
surveillance of public figures and celebrities can be controversd.

U.S. Congtitution

The U.S. Congtitution does not explicitly mention aright to privacy. However, asearly
as 1890, Justice Louis Brandeis and Samuel Warren called for afundamentd right to
privacy, the “right to be left done”** Justice Brandeis |ater wrote that privacy is“the
most comprehensive of rights and the right most vaued by man,” avita ingredient of
hurmen dignity. %

The condtitutiona bassfor aprivacy interest is“...found in the First Amendment right of
association, the Fourth Amendment search and seizure guarantee, the Fifth Amendment
privilege againg sdf-incrimination, the unenumerated rights of the Ninth Amendment,
and last, generaly, in the penumbras which radiate from the Bill of Rights”**’ In
addition, two individud interests are found in the Due Process Clause of the Fourteenth
Amendment: an individua’ sinterest in not wanting to disclose persona matters and in
independently making important decisions**®

The Firs Amendment’ sright to freedom of speech conflicts with any right to
informationd privacy. Justice Brande's and Samue Warren acknowledged that tension,
contending that privacy claims must give way where the maiters published are of
“generd or public interest.”*3° Court opinions upholding the right to informationd
privacy must “...dance a protean minuet around the First Amendment.”14°

The Supreme Court has recognized that Fourth Amendment protections against
unreasonable search and seizure have a vitd privacy component. The most well-known
isinthe area of an individud’ sinterest in sexua and reproductive freedom. In Roe v.
Wade, the U.S. Supreme Court interpreted the Bill of Rightsto create “aright of persond
privacy, or aguarantee that certain areas or zones of privacy exist under the
Congtitution.”**! Federa courts have upheld this right to privacy with respect to family
planning matters, workplace privacy, and drug testing. However the courts have rejected
efforts to broaden the congtitutiona protection beyond the “most intimate aspects of
human affairs”**? For example, the federd privacy right contains little protection for
persona information and applies only to governmenta actions.
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In 1999, a 50-gtate survey of privacy statutes was conducted by the Privacy Journal. At
thet time, the federal government ranked in the “third tier” of American sates*® The
same review found that Cdliforniaranks as number one for having the strongest privecy
protections in the nation, based on the tat€' s condtitutiona protections and “the strongest
collection of laws protecting persond information.”

California Congtitution

The Cdifornia Conditution explicitly declares that privacy is one of the indienable rights
secured to Cdlifornians, in Article I, section 1 of the Declaration of Rights:

All people are by nature free and independent and have indienable rights.
Among these are enjoying and defending life and liberty, acquiring, possessing,
and protecting property, and pursuing and obtaining safety, happiness and
privacy.”
Thisexplicit right contrasts with the U.S. Condtitution, in which the right to privecy is
inferred or implicit in other rights. Bdlot argumentsin favor of the 1972 initiative
establishing Cdifornia sright to privacy stated that the provison was intended to protect
two aspects of privacy: persona autonomy and prevention of disclosure of persond
information.
Cdlifornia s right to privacy has generated the most litigation under section 1.244
Cdifornia courts have applied the privacy protection to “employment records, hedth
records, financia records, scholastic records, and an individua’s sexua history.”14°

The courts have defined three e ements of a cause of action for violation of the state
constitutional right to privacy action.® First, there must be a specific, legally protected
privecy interest. Whether a privacy interest is present in agiven case is aquestion of
law. Second, there must be a reasonable expectation of privacy, aquestion of law and
fact. Third, the gravity of the dleged invasion must be sufficiently serious, a question of
law and fact. Further, privacy interests must be balanced againgt other important
interests. For example, government actions generaly must meet a higher sandard than
private actions.

Cdifornia courts have interpreted the privacy right more generoudy, based on the Sat€'s
Condtitution, than have the federal courts."™ The Cdiforniaright to privacy is not limited
to governmenta action, asis the federa, but aso applies to nongovernmenta conduct
(Porten v. University of San Francisco, 1976). It protects persond information, unlike
the federd right. California courts have held that the Congtitutional guarantee of privacy

in Article 1, section 1 is self-enforcing and does not require implementing legidation
(White v. Davis, 1975). Nonetheless, the Cdifornia Legidature has considered and
enacted numerous statutes strengthening the right to privacy.

" Theright to privacy was added by ballot initiative in 1972, the only substantive amendment to the list of
rotected rights since its adoption in 1849.
T A 1974 revision strengthened the independence of the state Constitution from the federal Constitution,
declaring that the “rights guaranteed by this Constitution are not dependent on those guaranteed by the
United States Constitution.” (Section 24)
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THEUSA PATRIOT ACT — RECENT CHANGESIN FEDERAL LAW RELATED TO
SURVEILLANCE AND TECHNOLOGY

U.S. legidative approaches to privacy traditionally have focused on protecting against the
misuse of private information gathered by the government by limiting the use of

persondly idertifiable data. For example, the government can use census data only for
datistica purposes, and tax information is supposed to be highly confidential.

According to one analysis, recent federd privacy statutes have generdly originated in
one of two motives. Thefirg is”...an effort by the legidative branch to address a matter
left unresolved by the judicid branch...” and thereby define the scope of privacy asa
legd daim.**” Examplesinclude the Right to Financid Privacy Act of 1978, the Privacy
Protection Act of 1980 and the Electronic Communication Privacy Act of 1986. The
second mativeisan “...attempt to codify alega standard for privacy for commercid
transactions in new technological services” Statutory examplesinclude the Employee
Polygrlagh Protection Act of 1988 and the Telephone Consumer Protection Act of

1991.

On October 26, 2001, Congress enacted the Uniting and Strengthening America by
Providing ApproPriate Tools Required to Intercept and Obstruct Terrorism Act (the
PATRIOT Act).*®  This complex legidation has many ramifications that are beyond the
scope of thisreport. In this section we focus briefly on those parts of the PATRIOT Act
that expand:

Law enforcement dectronic surveillance
Surveillance under the Foreign Intelligence Surveillance Act (FISA)
Use of biometric identification systems™

The expanded government surveillance powers authorized by the PATRIOT Act, as
described in part below, have added to the debate about the appropriate balance between
law enforcement, nationdl security and civil liberties, indluding privacy. **°

** This section relies on anumber of recent legal resources and commentaries across the spectrum of
differing viewpoints for guidance and analysis. Resources reviewed include: United States Department of
Justice, Field Guidance on New Authorities that Relate to Computer Crime and Electronic Evidence
Enacted in the USA Patriot Act of 2001, December 17, 2001, at http://www.cybercrime.gov/PatriotAct.htm
accessed on February 25, 2002; U.S. Department of Justice Manual and Resource Manual (2000); James
G. Car, The Law of Electronic Surveillance, 2™ ed., (1998, with 2001 Supplement): American Civil
Liberties Union, “USA Patriot Act Boosts Government PowersWhile Cutting Back on Traditional Checks
and Balances,” at http://www.aclu.org, accessed on February 26, 2002; Electronic Frontier Foundation,
EFF Analysis of the Provisions of the USA PATRIOT Act, October 31, 2001, at http://www.eff.org,

accessed on February 26, 2002; Tom Gede and others, White Paper on Anti-Terrorism Legislation:
Surveillance & Wiretap Laws — Developing Necessary and Constitutional Tools for Law Enforcement,
(Washington, D.C.: Federalist Society, November 2001); Brian H. Hook and others, White Paper on Anti-
terrorism Legislation Intelligence and the New Threat: The USA PATRIOT Act and I nformation Sharing
Between the Intelligence and Law Enforcement Communities, (Washington, D.C.: Federalist Society,
December 2001); Mark Roth, “Legislation, Subpoenas, Search Warrants and Surveillance Orders—Coming
toan ISP Near You?' E-Commerce 18, no. 7, (November 2001); The Rutherford Institute, Forfeiting

“ Enduring Freedom” for “ Homeland Security:” A Constitutional Analysis of the USA PATRIOT Act of
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Domestic Law Enforcement Surveillance Authority Expanded

Prior to recent amendments, the Electronic Communications Privacy Act of 1986 (ECPA)
limited the circumstances under which federd and state government could access the
contents of transactional data, both real time and stored.  Congress passed Title 111 of the
Omnibus Crime Control and Safe Streets Act in 1968 (the Wiretap Act).*>* By enacting
the Wiretap Act, Congress generdly prohibited private citizens from wiretapping
communications of others. At the sametime, the Act imposed restrictions on law
enforcement using dectronic surveillance to monitor communications and to gather
information as evidence of crimind activity.1>?> The ECPA, and theinitia Wiretap Act of
1968, prohibited eavesdropping on ora, wire and eectronic communications and
required court orders to access subscriber and transactiona data. Federd agencies were
limited in their ability to access information held by the private sector, especidly

personal communications. Government agents were required to obtain a court order to
conduct awiretap, and posta employees could view mail content for address information
only.

What types of “communications’ have been defined under the Wiretap Act and

bse%uent amendments? Under these federd laws, communications are defined as
wireS ord,”™" or eectronic. Electronic communications generally excludes wire and
ord.

Examples of wire communications may include communications between a mobile radio
phone and aregular telephone, and cordless telephone transmissions.*>® Cdifornia
prohibits “malicious interception of cellular telephone transmission without the consent
of dl parties”*>*

Examples of dectronic communications include communications of individudsin an

Internet chat room (Since there is no reasonable expectation of privacy in such aforum),
and transmissions to digjtal readout pagers.™® The Department of Justice Manual (2000)
ligts eectronic communications as “ any trander of Sgns, Sgnds, writing, images,

sounds, data, or inteligence of any nature trangmitted in Whole or in part by awire, radio,
electromagnetic, photo-electronic or photo-optical system.”**®

Law enforcement generdly must obtain a search warrant prior to ng electronic
communications. Federd crimes investigated by using eectronic surveillance generdly
fal into three categories. nationa security, very dangerous crimes and organized crime.

%8 The “aural transfer madein whole or part through the use of facilitiesfor the transmission of
communications by the aid of wire, cable, or other like connection between the point of origin and the point
of reception...and such term includes any electronic storage of such communication.” 18 U.S.C. 2510(1).

“Aural transfer” isfurther defined as “atransfer containing the human voice at any point between and
including the point of origin and the point of reception.” 18 U.S.C. §2510 (18).

" “Any oral communication uttered by a person exhibiting an expectation that such communication is not
subject to interception under circumstances justifying such expectation, but such term does not include any
€lectronic communication.” 18 U.S.C. §2510(2).
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Wiretapping

What does eectronic surveillance or wiretgpping mean? The federd definition of a
wiretap or “dectronic, mechanica, or other device’ is“any device or agparatus which
can be used to intercept™ awire, ordl, or electronic communication.*®” The definition
makes two exceptions. The firgt includes tdlephone instruments furnished by a
wire/eectronic communications provider to a subscriber or user who usesit in the
ordinary course of business. The second is a hearing aid used to correct hearing lossto a
normal level 1>

Law enforcement first needs to obtain awiretap order from a judge to conduct thistype
of surveillance. (See Appendix A for a brief description of the genera process adhered to
in order to obtain awiretap order). Law enforcement may also conduct “roving’
survelllance of a suspect a anumber of locations by ingdling multiple survelllance
devices. However, the process to obtain aroving wiretap order from a court includes
additional steps and more information than for a fixed location wiretap order.*>°

Scope of Offenses Expanded

At the Sate levd, federd law enables state law enforcement to obtain wiretap ordersto
investigate awide array of crimes™* In California, orders can be issued for
investigations related to “ certain drug offenses, murder, solicitation to commit murder,
bombing of public property, aggravated kidnapping, and conspiracy to commit any of
those offenses.” 1%

Section 201 of the PATRIOT Act adds the following offenses to the scope of federa
authority to obtain wiretap orders or warrants for probable cause:

using chemica wegpons

committing violent crimes againgt U.S. nationds outsde the U.S.

using weapons of mass destruction

terrorism transcending nationa boundaries

financid transactions with countries designated as supporting terrorism
providing material support to terrorists or terrorist organizations 161

Section 202 of the Patriot Act adds felony violations and pendties for certain activities to
the Computer Fraud and Abuse Act,*®? and it defines certain computer fraud and abuses
as “terrorist offenses” %% The provisionsin Section 202 sunset effective December 31,
2005.

T Under the statute, intercept means “the aural or other acquisition of the contents of any wire, electronic,
or oral communications through the use of any electronic, mechanical or other device.” 18 U.S.C.

§2510(4).

* grate level offenses include murder, kidnapping, gambling, robbery, bribery, extortion, or dealing in
narcotic drugs, marijuana or other dangerous drugs, or other dangerous crimes dangerous to life, limb and
property punishable by imprisonment for more than oneyear. 18 U.S.C. 2516(2).
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Pen Registersand Trap and Trace Devices

Whereas the Wiretap Act regulates collecting content from wire and ectronic
communications, another federal statute regulates collecting address information. This
statute is referred to as the Pen Registers and Trap and Trace Devices Statute.*®* Prior to
the PATRIOT Act, a pen register was defined as a device that “records or decodes
eectronic or other impulses which identify the numbers dialed or otherwise transmitted

on the telephone line to which such device is attached.” 1¢°

Section 216 of the PATRIOT Act ddetes this definition and replaces it with anew one
that encompasses broad communications technologies:

A device or process which records or decodes dialing, routing, addressing,
or sgnding information transmitted by an insrument or facility from

which awire or eectronic communication is transmitted, provided
however, that such information shal not include the contents of any
communication.

Prior to the enactment of the PATRIOT Act’s Section 216, atrap and trace device was
defined as, “adevice which captures the incoming eectronic or other impulses which
identify the originating number of an instrument or device from which awire or
electronic communication was transmitted.” ¢ Under the Section 216 amendments, a
trap and trace device is now defined as

A device or process which captures the incoming eectronic or other
impulses which identify the originating number or other diaing, routing,
addressing, and sgnaing information reasonably likely to identify the
source of awire or eectronic communication, provided however, that such
information shdl not indlude the contents of any communication.

Section 216 now dlows court orders to authorize ingtaling and using pen
registers or trgp and trace devices anywhere in the United States. Prior to
enacting the PATRIOT Act, the scope of the order was confined to “within the
jurisdiction of the court.” 6’

The scope of this new expangon is broad, as Congress did not further describe
“facility,” “content,” “routing,” or “addressing.” The Department of Justice
Field Guidance indicates that “ such afacility might include...a cdlular telephone
number; aspecific cdlular telephone identified by its eectronic serid number; an
Internet user account or e-mail address; or an Internet Protocol address, port
number or similar computer network address or range of addresses.” 168

Section 216 is one of the most controversid of the PATRIOT Act, and especidly
raises privacy issues related to using the Internet. 1 Thisisin part because e-ml
headers often contain content, blurring the previous ditinction between address
and content. Thus law enforcement may access and monitor what could be
consdered content information (Web surfing, URLS, Internet search engine
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results). The FBI has the capability to access e-mail header and content
information through its Carnivore technology (now known as DCS1000).27
Section 216 does provide for some accountability. When alaw enforcement
agency uses pen register/trap and trace devices, it must keep arecord that

identifies the officers that ingtalled the device and had access
indicates the dateftime of ingdlation and uningalation
describes the device' s configuration and any modifications
identifies any information collected by the device.

A report must be provided under sedl (not available to the public) to the court that
issued the order dlowing the ingdlation. Section 216 of the PATRIOT Act does
not sunset, unlike severd other new provisions.

User and Subscriber Information

Section 210 of the PATRIOT Act expands the types of records and information about
subscribers that e ectronic communications service providers (ISPs) must provide to law
enforcement when compelled to do so. Previoudy, 1SPs were required to provide “basic’
or nort+content information such as a customer’ s name, address, length of service, and/or
means of payment, and telephone number when presented with a subpoena by law
enforcement.}”* Now, they must aso provide information that may be considered as
content, such as records of session times and durations, any temporarily assigned network
address (Internet Protocol or |P addresses), and the means and source of payment,
including any credit card or bank account number.2"2

Prior to enacting the PATRIOT Act, law enforcement needed a court order to gain access
to this type of information rather than the subpoena®®® now required.1® In advocating for
this section, the Justice Department asserted that it “will make the process of identifying

computer criminals and tracing their Internet communications faster and essier.” 1™

Section 210 does not have sunset date.
Voice Mail — From Real-time Wireto Stored Electronic Communications

Section 209 of the PATRIOT Act deletes “eectronic storage” from the definition of wire
communications under the Wiretap Act, and insarts it into the definition of “eectronic
communications system” of the Electronic Communications Privacy Act.'™ These
changes accomplish two important things. The status of a voice mail message system is
no longer considered to be a real-time communication, like atelephone cdl, but rather a
stored communication, such as awritten document or e-mail. This definitiond change

858 The Black’s Law Dictionary defines subpoena as “a command to appear at a certain time and place to
give testimony upon a certain matter. A subpoena duces tecum requires production of books, papers and
other things.” The procedural standards that law enforcement followsin order to obtain a subpoena are not
as exacting asin obtaining awarrant or awiretap order.
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means that the more stringent wiretap order isno longer necessary (See Appendix A for
abrief description of the genera process adhered to in order to obtain awiretap order).
Now only a standard search warrant is needed, with fewer limiting consderations.

The Justice Department contends that regulating stored voice communications using the
wire definition, “ crested large and unnecessary burdens for crimind investigations.

Stored voice communications possess few of the sengitivities associated with the real-
time interception of telephones, making the extremdy burdensome process of obtaining a
wiretap order unreasonable.”1"® Others disagree, raising classic Constitutiona questions
about the balance between governmenta efficiency and civil liberties, Particularly Fourth
Amendment protections against unreasonable searches and seizures’” Section 209
sunsets effective December 31, 2005.

Global Emerging Technologies—What Are They: Wire, Oral or Electronic
Communications?

Civilian use and government applications of survelllance technologies, and the emerging
technol ogies themselves, have outpaced lega debate. Here are afew questions about law
enforcement, surveillance and globa emerging technologies that are not adequately
addressed in current statutory frameworks. An important underlying question posed by
al of these examplesis: What isthe level of “reasonable” expectation, and protection, of
privacy of the parties using these technologies?

Some wireless cdll phones may use a biometric security system (afingerprint, for
example) to enable access. What isthe fingerprint: isit an address, content, or a
communication? Could an ISP, or an employer, be compelled to provide that
biometric identification to law enforcement conducting a crimind investigation?

What happens to biometric information obtained by law enforcement? Will the
subject under surveillance ever know that their biometric was accessed by
someone ds=? What if the ISP or employer inadvertently provides the wrong
biometric for the wrong person and both the person and the biometricend upin a
crimind database? Will the federd Freedom of Information Act, or the Cdifornia
Public Records Act standards apply?

How to categorize cdll phones that have red-time, audible and video sreaming
capabilities viathe Internet. Are they phones or computers? Isthe video
sreaming an aurd trandfer? |s the communication wire or eectronic?

PATRIOT Act Changesto the Foreign Intelligence Surveillance Act of 1978 (FISA)

FISA isacomplex federd datute that regulates foreign intelligence investigations and
aurveillancein the U.S. and aboroad. Higtorically, nationa security agencies and domestic
law enforcement agencies usng various types of survelllance have differed in their godls,
their use of the information, and the manner of disclosure to the subject under
aurveillance.  Foreign Intelligence Survelllance Court (FISC) judges hear gpplications
for surveillance orders under FISA. The Chief Justice of the Supreme Court designates
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which federd ditrict judges become FISC judges. (Section 208 of the PATRIOT Act
increases the number of such judges from seven to eeven, and mandates that at least
three of them must reside within 20 miles of the District of Columbia.)!®

FISA regulates four types of eectronic survelllance:

Internationa communications of U.S. citizens and resdent diens

Intercepting, within the United States, internationa or domestic wire
communications (without the person’s permisson)

| ntercepting domestic-only wire or radio communications where areasonable
expectation of privacy exists and awarrant would be required

Monitoring information other than wire or radio communications where a
reasonable expectation of privacy exists and awarrant would be required 1"

Three factors contribute to determining who may authorize survelllance and how federa
agencies may access the information: location of the subject (on U.S. soil or naot); the
FISA definition of person surveilled; and the circumstances involved.*®® Table 5 further
lists these factors.

Table5
FISA Authority Approval for Surveillance™*

Inside United States

FISA Definition Approval Authority Circumstance
United States person FISC judge Non-emergency
Non-U.S. person Attorney Gereral Non-emergency
Either U.S. person or not Attorney Genera All emergencies

Outside United States
U.S. person Attorney General Non-emergency
U.S. person Secretary/Deputy Secretary of | Emergency
Defense;
Secretary/Undersecretary of the

Army; Director/Deputy
Director of National Security
Agency

Non-U.S. person

Commanding Generd,
Intelligence and Security
Command and Designated
Commanders

Non-emergency

Under FISA, agovernment officia must certify under oath why a particular surveillance
isto be conducted. Section 218 of the PATRIOT Act changes one of the related
requirements from, “the purpose of the surveillance isto obtain foreign intelligence

information” to “a significant purpose...” 182 This broader language may dlow multiple
aurvelllance and investigations to be included under a requested court order or warrant,
and is controversid.
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Section 206 inserts language into FISA that, under certain circumstances, alows
aurvelllance to “follow” or “roam” with a person, moving from many different locations
and using different types of communications technologies. (Other federal statutes dready
dlow roaming surveillance)*®® Section 207 extends the FISA order alowing
surveillance from 90 to 120 days.!8*

Section 214 of the PATRIOT Act amends two FISA provisions related to pen registers
and trgp and trace devices as used for foreign intdligence and internationa terrorism
investigations or during emergencies*®® The controversid amendments expand: (1) the
rationae under which federd officers can apply for court orders, and/or provide
certifications under oath, and; (2) the types of information that can be obtained from the
broader investigations.

Each gpplication shdl...include a certification by the applicant thet the
information likely to be obtained is foreign intelligence information not
concerning a United States person or isrelevant to an ongoing
investigation to protect againgt internationd terrorism or clandestine
intelligence activities, provided that such investigation of a United States
person is ot conducted solely upon the basis of activities protected by the
first amendment to the Condtitution.*®® (emphasis added)

Previoudy, 50 U.S.C. 81862 provided that a court order was necessary to authorize
common carriers and facilities (telephone companies and | SPs, for example) to review
and release certain records in their possession for “an investigation to gather foreign
intelligence information or an investigation concerning internationa terrorism.”  Section
215 of the PATRIOT Act now provides that the F.B.1. may directly gain accessto
broader information by

Mak[ing] an application for an order requiring the production of any tangible
things (including books, records, papers, documents, and other items) for an
investigation to protect againg internationa terrorism or clandestine intelligence
activities, provided that such investigation of a United States person is not
conducted solely uPon the basis of activities protected by the first amendment of
the Condtitution.*®

Section 203 and Title IX of the PATRIOT Act generdly expand information sharing
between the forces in intelligence communities and domestic law enforcement. For
example, Section 203 provides that:

Any investigetive or law enforcement officer, or atorney for the
Government who by any means authorized. .. has obtained knowledge of
the contents of any wire, ord, or eectronic communication, or evidence
derived therefrom, may disclose such contents to any other Federd law
enforcement, intelligence, protective, immigration, nationa defense, or
national security officid to the extent that such contentsinclude foreign
intelligence or counter intelligence. ..or foreign intdligence
information...to assg the officid who isto recaive that information in the
performance of his officid duties®®
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Biometric I dentification Systems

Inthe PATRIOT Act, Congress authorized the Attorney Generd to investigate the
feaghility of usng biometric identification sysems to issue visas, and to identify “diens
who may be wanted in connection with crimind or terrorist investigations in the United
States or abroad.”18°

The Justice Department Policy Guidelinesfor Video Surveillance

Title 111 (the Wiretap Act) does not cover video surveillance. However, the U.S.
Department of Justice has published palicy guiddines and procedures related to law
enforcement video surveillance in instances when privacy is reasonably expected and
protected under the Condtitution. The USDOJ Criminal Resource Manual states that
“gx dircuits, while recognizing that Title 111 does not govern video surveillance, require
that search warrants for video surveillance meet certain higher, condtitutiond standards
required under Title111.”*%° The six circuits cited are the Second, Fifth, Seventh, Eighth,
Ninth, and Terth Circuits. The USDOJ Criminal Resource Manual statesthat a
proposed search warrant for video surveillance under these circumstances must
demondirate probable cause (a smilar requirement for awiretap order). The Department
of Justice policy aso setsforth additiona requirements that must be included in the
warrant requested.'%*

American Bar Association Standards

Video surveillance and biometric technologies are developing a a more rapid speed than
the legidative and adminigtrative rulemaking processes that regulate law enforcement
goplications. To addressthis gap, in 1999, the Crimind Justice Section of the American

Bar Association published Standards for Technologically-Assisted Physical Surveillance
(ABA Standards).’®> The ABA Standards define ten types of surveillance devices,
distinguish between covert and overt survelllance, and define terms used such as

“private,” “reviewing law enforcement officia,” and “legitimate law enforcement

objective.”

Of particular interest here, the “legitimate law enforcement objective’ definition
introduces a new regulatory concept not previoudy found in legidation or court
decisions'®® Thelanguage contains two dements. First, thereisagenera principle
iterated in Standard 2-9.1(a), that law enforcement survelllance should be used to
“facilitate detection, investigation, prevention and deterrence of crime, the safety of
citizens and officers, the gpprehension and prosecution of criminals, and the protection of
the innocent.” Second, the survelllance should be “reasonably likely to achieve a
legitimate law enforcement objective.” According to Christopher Slobogin, a member of
the ABA Task Force that developed the ABA Standards, the intent of including this
language in the ABA Standards was to “provide the standard that police must meet in
those Situations not governed by the Fourth Amendment.”*** Sobogin maintains that this
criterion requires “ articulable reasons that the survelllance will further investigetive,
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deterrent, or prot%:t*iye ends...not afinding that a particular person will betiedto a
particular crime.”

The ABA Standards include a section devoted specificaly to video survelllance, which is
defined as.

Use of alawfully positioned camera as a means of viewing or recording
activities or conditions other than thase occurring within the sght or
immediate vicinity of alaw enforcement officid (or agent thereof) who is
aware of such use!®

Sandard 2-9.3 contains three sections that govern video survelllance of private locations,
overt video survelllance of public aress, and dl other “video surveillance not governed”
by the prior sections.

For video surveillance of private locations, the ABA Standards require awarrant
based upon probable cause to be in issued prior to surveillance !

Overt video surveillance and other video surveillance is permissble when “a
politicaly accountable law enforcement officid” or governmentd authority
concludes that the survelllance will: (1) not view a private activity or condition;
and (2) be reasonably likely to achieve alegjtimate law enforcement objective’®’

When public video surveillance is used to deter rather than investigate crime, the
ABA Standards suggest that the public be: (1) notified of the location and
capability of the CCTV; and (2) given the opportunity to publicly comment
through a hearing. 1%

Should therebe Limits?

What are the gppropriate limitationsto CCTV video survelllance by public agenciesor in
public facilities? The following examples suggest the potentid for abuse. In New Y ork
City, apolice sergeant in Brooklyn informed on fellow officers for their improper use of
CCTV cameras. According to the officer’s attorney, “they were taking pictures of
civilian women in the area-from breast shots to the backside.” 1%

In Michigan, a newspaper reporter examining how Michigan law enforcement used the
Law Enforcement Information Network (L.E.I.N.) database, found that some officers had
accessed the database to stalk women, threaten motorists, and track estranged spouses.
Officers had aso provided information from the database to their friends who used it for
similar purposes.>*°

""" Thisdistinction isimportant because it is alower threshold than the “ reasonable suspicion” standard
defined in the Supreme Court decision in Terry v. Ohio where the Court held that an officer “must be able
to point to specific and articulable facts” which warrant anintrusion. 392 U.S. 1, 21 (1968).
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In Ludington, Michigan, locd officids have indaled red and fake video camerasin a
park restroom to deter vandaism. According to the City Manager, the cameras are a
necessary last resort. To ensure that individuals' rights are not violated, cameras are not
amed into gals or urinas. Tapes are not saved or reviewed unless the bathrooms are
vandalized. %!

In 1998, New Y ork police videotaped the Million Y outh March in Harlem. Inthe
ensuing furor over whether the tapes accurately portrayed the police response to rowdy
activists, abasic issue went unaddressed. Socid psychologists say that taping political
events can affect a participant’ s salf-image and desire to participate in future civic events,
since being weatched is associated with crimindity. Ordinary citizens shy away from
politics when they see activists subjected to police scrutiny.2%2  Thus videotaping may
discourage citizens from exercising their First Amendment right to speech, petition and
assembly.

What Happensto Recorded I nformation?

What happens to all this recorded activity? In the case of an arrest based on recorded
crimind activity, the answer isreaively dear. The video provides an officer with
probable cause to arrest the recorded individual. However, there are many casesin which
the recorded evidence is not sraightforward and no arrest ismade.  There may be
innocent persons on the film. Should the recording be kept? Who will have accessto it?
Where will the film be stored? What can it be used for? Can surveillance cameras be
used to follow suspicious persons, asthey engage in lawful acts and contacts, compiling a
dosser of film ontheway? Many of these questions were not addressed prior to the
indalation of public CCTV survellance systems.  Aspublic CCTV surveillance sysems
continue to expand and evolve, these issues are generating public debate and are being
consdered by the courts and legidative bodies.

Surveillance technologies may be outpacing privacy and crimind laws, and may pose a
ggnificant threet to civil liberties. Concerned individuas range from House of
Representatives Mgority Leader Dick Armey to American Civil Liberties Union (ACLU)
spokesman Barry Steinhardt, who contends that, “ Alone, or in combination with other
emerging software technology such as Computerized Face Recognition (CFR), we are
cregting an dmost Orwellian potentia for surveillance and virtudly invite abuse” 2%3
Thereisarange of serious concerns, as the following quotationsillusirate.

Law professor Daniel Solove contends thet, “the problem is best captured by
Franz Kafka s depiction of bureaucracy in The Trial—a more thoughtless process
of bureaucratic indifference, arbitrary errors, and dehumanization, aworld where
people fed powerless and vulnerable, without any meaningful form of

participation in the collection and use of their information.” %4

Author Gary Marx warns in his book, Undercover: Police Surveillancein
America, “once the new surveillance systems become ingtitutionalized and taken
for granted in a democratic society, they can be used againg those with the wrong
politicd beief; againg racid, ethnic, or rdigious minorities;, and against those

with lifestyles that offend the magjority.”2%°
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RECENT STATE LAWSWITH SURVEILLANCE TECHNOLOGY IMPLICATIONS

A number of states have drafted or passed survelllance-rdated legidation snce the
2001/2002 Fiscd Year began. A summary of the state legidation by survelllance
category isasfollows:

Radid Profiling Surveillance

Michigan HB 4927 (Michigan Racid Profiling and Report Statigtical Act), Still
Pending: To fund locd law enforcement agencies to purchase vehicle cameras,
provide diversity training, and improve data collection.

Minnesota SF 7, Sgned into Law: To fund loca law enforcement agencies that
voluntarily participate in racid profiling study with vehicle cameras.

South Carolina 3963, Sill Pending: To fund law enforcement agencies that equip
vehicles with cameras for traffic and pedestrian stops.

Rhode Idand HB 6100, Sgned into Law: To purchase video surveillance cameras for

ten state police carsfor five years.
Texas SB 1074, Sgned into Law: Requires law enforcement vehicles to be equipped
with surveillance cameras to record al traffic stops.

Red Light Surveillance

Oregon HB 2380, Sgned into Law: Allows citieswith populations of 30,000 or more

to use photo red light cameras.

AlabamaHB 470 (Red Light Safety Act of 2001), Still Pending: To fund traffic
control signa and surveillance camera synchronization in certain cities to record
vehicle violators.

Arizona SB 1167, Sill Pending: To fund traffic survelllance monitoring sysem and
red light running program and enforcement.

VirginiaHB 1860, Sill Pending: Authorizes the implementation of camera
surveillance red light running enforcement programs.

Nursing Home Survelllance

Texas SB 177, Sgned into law: Requires CCTV camerasin nurang homeswhenit is
determined that the resdent needs help with communications.

Horida SB 1202, Sgned into Law: Permits anursng home resdent or legd
representative to monitor the resdent with video CCTV surveillance.

LouisanaHB 457, Sill Pending: Permits a nursng home resident or legd
representative to ingtall CCTV or other electronic devicesin aresdent’s room.

New Jersey SB 2231, Sill Pending: Would require anursing home to permit a
resident to be monitored in the resident’ s room by means of an eectronic device
induding CCTV.

Schoal Survelllance

Missssippi SB 2239 (Missssppi School Safety Act of 2000), Sgned into Law:
Authorizes school grants to purchase safety equipment, including CCTV cameras
and other monitoring devices.
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Appendix A

The primary purpose of this Appendix is to highlight procedures related to obtaining a
federa wiretap order prior to Congress enacting the PATRIOT Act. Resourcesrelied on
to describe these procedures include: the U.S. Department of Justice Manual and

Resource Manual (2000); and James G. Carr, The Law of Electronic Surveillance, 2" ed.

(1998; with 2001 Supplement). The information contained in this Appendix is not
exhaudive.

Usually, in order to access or intercept awire or oral communication, law enforcement
must obtain awiretap order. On afederd level, Department of Justice policy has been
that federa investigative agencies submit wiretap requests first to the Department of
Judtice for approva by the Attorney Generd. The Attorney Generd has the authority to
delegate review and approval powers of prozposed ordersto Deputy Assistant Attorneys
Generd for the Crimind Divison (DAAGs).2%

Three documents must be presented to afederd judge to obtain awiretap order: the
Application, Affidavit and proposed Order. The application, or officid request to the
court, must be prepared by alaw enforcement or investigative officer and must

|dentify the type of communications to be intercepted

|dentify the specific federd offenses

Provide a description of the nature and location of the facilities

Identify, specificaly, the persons known to be committing the offenses and whose
communications are to be intercepted

Contain a statement that normal investigative procedures were tried and failed, are
reasonably unlikely to succeed if tried, or are too dangerous to employ

Contain a statement that the affidavit contains a complete statement of the facts™”

The Affidavit must be sworn and attested to (under pendty of perjury) by an investigative
or law enforcement officer. A state or locd officer who isthe affiant on afederd

affidavit must be deputized as afederd officer of the investigating agency.?®®  The
Affidavit must

Establish probable cause that the named subjects are using the location to commit
the stated offenses

Explain the need for the eectronic surveillance

Provide adetailed discussion of the investigative procedures that were tried and
faled

Contain a complete satement of any prior eectronic surveillance of the same
persons or location

Contain time period for which the interception will be maintained

Contain gatement affirming that monitoring agents will minimize dl non

pertinent interceptions
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